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System Date [07/18/2011] This is the help for the hour,
minute, second field. Valid

USB Legacy [Enabled] range is from 0 to 23, 0 to
Wireless LAN Support [Enabled] <9 i A
SATA Controller Mode [AHCT] 2R B R
Graphic Device [Switchable Graphics]
PXE Boot to LAN [Enabled]
Power Beep [Disabled]

Intel Virtualization Technology [Disabled]
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C] Original Connection %
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Exfiltration covert channel Infiltration covert channel

11*111 12 n'073 1N - alR-Jumper: Covert Air-Gap ExfiltrationsInfiltration via Security Cameras & Infrared (IR] - 77nn 1inn

(0'212'0 7101 7"7an 1nNY) 1w VLAN -7 miN7an .5

miTin anN7 7w VLAN 77107 wr ,0miao nwaa TTa7 Jnt N7 13 1vnd 5.1
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N N7 TTWEZN 11977 ITI0 700 12 .07NIA TNBIN "UITNT 1167 7T
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® Mordechai Guri, Boris Zadov, Yuval Elovici. "LED-it-GO: Leaking (A Lot of) Data from Air-Gapped
Computers via the (Small) Hard Drive LED". Detection of Intrusions and Malware, and Vulnerability
Assessment - 14th International Conference, DIMVA 2017: 161-184
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! [Strong Password Enforcement | nj71n nno o 1vnan 1131301 1no'ol

https://www.gov.il/he/Departments/policies/cyber_security_methodology for_organizations °
https://www.gov.il/BlobFolder/policy/cloud_services/he/Use%200f%20Cloud%20Services.pdf *°
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For security, to access this device you have to set a 'service' password.

Password 'service'

Confirm password

Your password must satisfy the following conditions:
® At least 8 characters
® At least 1 number
® At least 1 special character 12"#$%() {} [1*+—=.,;%_|~\
® Upper- and lowercase letters

® Confirm password must match password
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% Playback
» Recording i HTTP
» Alarm Q HTTPS
» Interfaces }g RTSP
¥ Network & RCP
Network Services L FTP
Nelwork Access SNMP
DynONS 1SCSI
Advanced UPNP
Network Management NTP Server
Mufticas! Discover
Image Posting ONVIF discovery
Accounts GB/T 28181
1Pv4 Filter Password reset mechanism
> Service LT}

A1ND'0 D19'N NUYINT MAIWn 6.5
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1 &

{port 80)

(port 443)
(port 554)

{port 1756)

(port 3260)

(port 1800)
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Jnn7y¥na o'nvyyn USB wizw 7w 371an 7B DINAY 770N 01737 W

etup U
Integrated Peripherals

OnChip IDE Channel [Enabled] Iten Help
OnChip SATA Controller [Enabled]

OnChip SATA Type [AHCI] Henu Level >
OnChip SATA Portd4/5 Type [As SATA Typel

Onboard Audio Function [Enabled] Onboard USB 2.8 host
OnChip USB Controller [Enabled] control ler

USB EHCI Controller [Enabled]

USB Keyboard Support [Enabled] [Disabled]

USB Mouse Support [Enabled] Disable the onboard
Legacy USB storage detect [Enabledl USB controller.
Onboard 1394 Function [Enabled]
Onboard LAN Function [Enabled] [Enabled]
SHART LAN [Press Enterl Enable the onboard
Onboard LAN Boot ROM [Disabled] USB controller.
Onboard Serial Port 1 [Disabled]
Onboard Parallel Port [Disabled]

t Mode SPP

n7u9nn n21una USB '7111v17 annT - Jon o17y¥n

77113 7w OTnn L, an7yAn 7w nvon 1nt7 , TAMPER DETECTION -7 a7y mTan 7.3
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D212 NIVYPA ,'NIRTIA AYOY — 2 ANYIN NN ,TA72 'NOIRTIA AOY - 1 ANWAN NN - Atex NKwAN nim

IX1DU NNYIN — 3 NXWAN NN L,n0"Y

16 71nn 12 TNy



A7LNNN WNT TIWN
MINTIT 12700 10N Y g

o'"'n7a

MN73N1 71911 12'AN ,A71ThA 27713 7110 J1J'0 DINAY .8

{1P'An) AWM 011 U 017130 0270031 UNINT MA7y¥n1 719'nin 8.1

DJNYINT O'NBIINA "I"70N31 1IN MINT7ANT7 ONTIAD 10NIN' MAT7NAT7 01270 '2'70n 8.2

AMITM n1N1 una mauna 1IN 110InT)

nuin 71Y7 nasdmn mNno'o7 Default - miNno™o1 *NIDJBA TINAD™O NINWEM "' 8.3

Default miNpD'™®D  OpFTIN 70 TIODIAAA T97AR 121 DWW N7 Twd

.GUESSING PASSWORDmonm

TIINAD'0 T19'7Ni1 .07 INN 0'A71117 112000 N141U0A UIATTY7 W ,JIINAQ'™ M TAN 77n2 8.4
701 7110 NATU \191701 7W 707 71221 (MATING TI17TAYT7 ONMTID IN) W 'NNT TINN
ANWTIT AW

T 70 DTN N7 77 ONW17 70 7W 000 NIWONA OA7NA0 T D NTH7 W 8.5
17N

TINIA ANT7NAT 70 17707 101 N7 2 NTHT7 W 00 0771 OTIND 2120 ONANT7 1Nl 8.6
1271w Man 77 wopa .0wiNa o3'Nw OPEN SOURCE nioim N a2 1y 13217
0270 0T U A71wnn upizan N Ty7an Tz 7w CODE REVIEW 7'70m InNT

T30 MIPNA 27w 17N U 0mnn HASA 'Napg 172 aNnwn ,anaTy (01nTn

16 1M 13 Tinu



n7wnnn N TIwn [§NZY
MINTN 12700 71Un % g

o"n7a

11'D711'731'1

1.0 710711 ,"AINTA 1320 770N © A7WANa WNT TIWA 11ITINT 7370 A nmn -

- B. Krebs, “Hacked Cameras, DVRs Powered Todays Massive Internet Outage,
” October 2016.

- Mordechai Guri, Boris Zadov, Yuval Elovici. "LED-it-GO: Leaking (A Lot of] Data
from Air-Gapped Computers via the (Small) Hard Drive LED".

- Mordechai Guri, Dima Bykhovsky, Yuval ElovicialR-Jumper: Covert Air-Gap
Exfiltration/Infiltration via Security
Cameras & Infrared (IR)"

- Mordechai Guri, Boris Zadov, Andrey Daidakulov, Yuval Elovici. "xLED: Covert
Data Exfiltration from Air-Gapped Networks via Router LEDs”

- 10T Goes Nuclear: Creating a ZigBee Chain Reaction Eyal Ronen(B), Colin O’

Flynny, Adi Shamir and Achi-Or Weingarten Weizmann Institute of Science,

Rehovot, Israel

- Best Practice Strong Password Enforcement -

https://technet.microsoft.com/en-us/library/ff741764.aspx

16 711N 14 TINU


https://technet.microsoft.com/en-us/library/ff741764.aspx

(DY

o"'na

0D'ND0J

N7WNNN WN1 TIWN
MINTA 130N wn |

ANWIN "710N031) 0120 NTIN9A7 D'IUN1 WITI AW - 'N N90J

NTATA | 1212'0 NNN9N [12'0 NNN9N DIxNY |I2'0 NNON
nN7¥nn NI DDOS wi'w X7 loT 112'0 NUoXI W'y
ninyn? IN NNawN? IN DNIAVN n'wam x7
NN NN'Y NYan  [NI07pn Nj'nn
\Y \Y \Y N'¥?'0ININ
NTTIAN NWI NRYPN
Vv \ Vv Vv [
(n1rrmi panx ,00x 1N)
Ty VLAN nR¥pzn
i
Vv Vv Vv Vv loT NNLVAX NNTAN
V \Y V V N2'NNY [INV2A NINIYN
NPITNNI
\Y V \Y NmM7x¥nn TN7 Nniwn
nwna nyani

16 710 1S TNy

:

i

i



N7WNNN WN1 TIWN
MINTA 130N 7Un

P4

Sun’)

o"'na
D

A7 'J97 0N '3 TNIWIT IINTIWT "JONAT7 01T 11710 - ‘1 N90J

717N ORREE Ty 117¥ 1y N TN N0 AW
N N N N N N ANBIN N7 3
x x x N N A7TN 1N0'0

\* x x x x FIRMWARE signed
Vendori
N '7'7n 191N1 x x x x Not allow 3rd party
% software

v v v v v v SSL
'7'70 19INT N N N N N AW nNn'on

X
N N x x x N 19N T
— @

16 71110 16 TNy



