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Information 1 1w I'jiion Exit
Item Specific Help
( :13:31]
System Date [07/18/2011] This is the help for the hour,
minute, second field. Valid
USB Legacy [Enabled] range is from 0 to 23, 0 to
. 59, 0 to 59.
Wireless LAN Support [Enabled] <£2
INCREASE/REDUCE:F6/F5.
SATA Controller Mode [AHCI]
Graphic Device [Switchable Graphics]
PXE Boot to LAN [Enabled]
Power Beep [Disabled]
Intel Virtualization Technology [Disabled]
Help Select Item Change Values Setup Defaults
Exit Select Menu Select » Sub-Menu Save and Exit
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Man inthe middle
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NNLVAINAT NIIAD NWAY NNLANN NIDIYNAIL NNO5XNN DX TTI2A% 9Tvnd v 5500 4.1
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NITTIANN NIMYXNnN  0'Yaln J2"0n 2I1D'0 NX DXNXD1 D'NNIN NMvn NNY v 4.2

apNNn NIS'yo LTI31 NINN NNYPN ,NON0N ,NY'A Ny'n 1D N2 .NNIAD NINYI2

16 1inn 8 TIny



nownnn Wxn Twn - |'n
miNbn ""'onvn | A
VSt-n

A
1
ghy

0'mba
NINYIY NNAINNN NNVAX NINYXN SY NO'PNIL PINN NNYPNN NYID' INDIN NRIY
8.NIALIDN NINYAY MY IN YT NAYTNIE YIX1 'D1I1XY NNIAD

JNIAD NYI1 DAl q012 NNLAX YAyNd NIIYPNN 1N NIOXN JIpY) yonin 4.3

- P
10 i n I> A -
"Es. V.-V : Qigall ® NI
ft
Exfiltration covert channel Infiltration covert channel

1I"1A |2 NV'ONAIIX T alR-Jumper: Covert Air-Gap ExfiLtration/Infiltration via Security Cameras & Infrared (IR] - 3pnn JINn

10113'0 21N 'YNn ANKO1' IV VLAN -5 nixbnn .5

NNTAN ANND 'TIver VLAN 'TanY v .MIao nwla 1712 N XY 12 axna 5.1
WX NN NINTan DA NIS%IDn ,nNLAINA NMIVPL'DINI SECURITY VLAN BP
N'IXY ND MIIYPN 1019 NITAN N ' .0M'NNIN NNDAN 'VIN'RD 1101 NpIni
XINN [IAIND D910 IN NN'MD [1AIND YINN NIindxnn oy
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NIDIYN1 NINTAN :JIAD 0O'D2 NIVXANI NINXNIN NP2 Oow'Y 2 JIMal )nidiyon
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nmoxnn Ym NMIYpnn %> D yhmin DIVINND N9'PNN 'WINRE DIE'RN SIm YN 5.3
.I9XINn 11N2 nan

N1 D012ID'0 21N YW 'ON NIATNN [1IAKY YINN AnbXna nroX awnn NiNvan 5.4
TIV!'Y 2'DIN NAIMDIE wnnunn ' NmTIpnn N'XProanix NiNTana Nnion''nn
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UM RO win'yl MITM 'miI'R yvian% naona )LIST

8 Mordechai Guri, Boris Zadov, Yuval Elovici. "LED-it-GO: Leaking (A Lot of) Data from Air-Gapped
Computers via the (Small) Hard Drive LED" Detection of Intrusions and Malware, and Vulnerability
Assessment - 14th International Conference, DIMVA 2017: 161-184
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Jniwpaf [IAIND 12''D2 NMANN NN IXY - NWAN NNUVAND NIDDI1 NIXY NN

20w pal IV 'MN'WY MAaN NNPA DIY'Y 9012 XTHY W' 3vY NiMigipa

NiYYd> NNVAX NINTANT NYIIYXY NYVYDN2 NNLVAX NINTAN .6
12 1INA NMIPNNN 25W2A 12D NNLAX NITAN NIMWONA NIY'AIN NNVAX NINYXN NI'POO

nnbXn NY'va1 NINTAN NINWONA NI'POH0NN pPoN .NND'0A NnNdXn NY'Wwad |1nman 6.1

n

IStrong Password Enforcement | nprN NND'D 2''NNiN |1A211 NND'D]

https:/AMmmwv.gov.il/he/Departments/policies/cyber_security _methodology_for_organizations 9
https://www.gov.il/BlobFolder/policy/cloud_services/he/Use%200f%20Cloud%20Services.pdf 10
https://technet.microsoft.com/en-us/library/ff741764.aspx - BestPractice Strong Password Enforcement 11
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For secunty, to access this device you have to set a 'service’ password

Password 'service'

Confirm password

Your password must satisfy the following conditions

(x) Atleast 8 characters

(x) Atleast 1 number

(x) Atleast 1special character 1?"#$% (){}[]1 *+ =.,; A_I"-\

(X) Upper-and lowercase letters

(x) Confirm password must match password

NIPNN Ny1 NPTN NND'D 2"'NAN NIMIX'NN NNXK YW 1012 Nnait

nownnin WX Twn
mxO 120N YN

N''OX NXYIN -2 NN L'NOIRT'ND NY'DX NXNWAN T 1 NN n'Y'OX NIRYAN 1N NNXpn 6.2

® Lve v Payback

» Recording

> Alarm

» interfaces

¥ Network
Network Services
NetworkAccess
DynDNS
Advanced
Network Management
Multicast
Image Posting
Accounts

I1Pv4 Flier

J)INIDD NNYIN -3 NN ,N0'™DY NSO NILOPn ,'NIXT'I]

RO o g

.0'011D NMN'ON IX NITAND NIMipn FIREWALL NniNTan 6.3

.http Nm1wpn DEFULT -1 nn'on 6.4

.NND'D DID'N NY'INY NINIYN 6.5

HTTP 0 (port80)
HTTPS 0 (port4d3)
RTSP 0 (port554)
RCP 0 (port 1756)
FTP O
SNMP (|
1scst 0 (port3260)
UPNP o
NTP Server 0
Discover 0 (port1800)
ONVIF discovery 0
GOT 28181 o
Password reset mechanism 0

NnIIxX'AIN NNN S Network Service -n 10nY nnait

® ®p e

o

IWONAN L,NIWY NIPY "2 NN Y NIpa 1rTan Yipioine - 802.1X Yipivinoa win'w 6.6

DxXNXNni! 0'2'Nt PORTS 71T LAN Nwa 95X 12NNNY 0'wam XY NINpS Sy Ny ny'an
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"IV TIp NITAN ,N2MA IX2[ NXpN NIINNA S19'01 120N "I1D2'0 DIXAX 1'ONNn pond 7.1
)21, T ,NNOXN NNAAN[ NNVANND NIMSXN DX NYA NYAIN NIMIYN1 01pad v )1l
2 OV .0'XI9IN N9'PNN MI0PpHM TAX 1D 'onfamd USB pnn[ np'ml n'na win'y 7.2

JNMYXna omtpn USB 'Wpw DY Ipian 21031 DIXNX '5NN2 0I1pad v

CMUS Setup U tility - Topyright CC) 19U4-2U0B luard Software
Integrated Peripherals

OnChip IDE Channel [Enab led] Iten Help
OnChip SATA Controller TFnah 5 o

OnChip SATA Type CAHCI] Menu Level »
OnChip SfITfl Port4/5 Type [As SATA Type]

Onboard Audio Function [Enab led] Onboard USB 2.0 host
OnChip USB Controller [Enab led] controller

USB EHCI Controller [Enabled]

USB Keyboard Support [Enab led] [Disab led]

USB Mouse Support [Enabled] Disable the onboard
Legacy USB storage detect [Enab led] USB controller.
Onboard 1394 Function [Enabled]

Onboard LAN Function [Enab led] [Enabled]

» SMART LAN [Press Enter] Enable the onboard
Onboard LAN Boot ROM [Disab led] USB controller.
Onboard Serial Port 1 [Disab led]

Onboard Parallel Port [Disabled]

x Parallel Port Mode SPP

x ECP Mode Use [MA 3
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B. Krebs, “Hacked Cameras, DVRs Powered Todays Massive Internet Outage,

» October 2016.

- Mordechai Guri, Boris Zadov, Yuval ELovici. "LED-it-GO: Leaking (A Lot of] Data
from Air-Gapped Computers via the (SmalLlL) Hard Drive LED".

- Mordechai Guri, Dima Bykhovsky, Yuval. ELovicialR-Jumper: Covert Air-Gap
Exfiltration/Infiltration via Security
Cameras & Infrared (IR)"

- Mordechai Guri, Boris Zadov, Andrey DaidakulLov, Yuval Elovici. "XLED: Covert
Data Exfiltration from Air-Gapped Networks via Router LEDs"”

- 10T Goes Nuclear: Creating a ZigBee Chain Reaction Eyal Ronen|B| , Colin O’

Flynny, Adi Shamir and Achi-Or Weingarten Weizmann Institute of Science,

Rehovot, Israel

Best Practice Strong Password Enforcement -

https://technet.microsoft.com/en-us/library/ff741764.aspx

16 JInn 14 Tiny


https://technet.microsoft.com/en-us/library/ff741764.aspx

nownnin WX Twn
mAON 12''on YN

0"nba

0D'ND50]

)DMIIY NNDAN 1SAynal 12'0 NNN5NY 0ayvnl NIYATI NINIwnN - 'N ND0)

MNTMTN DONNNON [0 NNNON DINX [12'0 NN9N
N> NYN DDOS vy NI 0T10 ol win'w
niownH IN NNWND IN M12VN nenin X
NIMINND NN'W Nyan- NIVOpN Np'nn
\Y; \Y; \Y; N'XP'OININ
Vv Vv Vv Vv NTTIAN NWY NNXPN
NI [N DX N
Vv Vv Tyt VLAN NNXPD
\Y/ \% \% \ I0T NNLAX NINTAN
Vv Vv Vv Vv nMNY [INV NINIYN
npITnI
Vv Vv Vv NINOXNN ATNY NINILN
Ny Nyl

16 JInn 15 Tiny



nownnn WY Twn- ')
mINN 12"0on N .

0"nYa

NY'Dd1 1195 0N 1'2 NIYAT NXIYN "1''ONNY NnalT NYa0 - ,1 N0)

I X Ny TN A nxe 1y N Ny n'NdN NI
V V V V V V NNLaN NINT 3
V x x x V V npIN Nno'o
V \* x x x x FIRMWARE signed
Vendor
Vv "PON |DIN] x x x x Not allow 3rd party
X software
Vv Vv Vv Vv Vv Vv SSL
'PoN |9IN] Vv Vv Vv V Vv nwa Nn'on
X

V V x x x V n19XN 1PN

16 JInn 16 Tiny



