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| |
Stored Procs / Views XSLT Other
1 f
Database Tables XML Files

S IONN MIAIVNN NNX DI I2Y0 NINDND NPND MDD NPNPIDANN 2NN DY DINPNXI MOPNN
AWEB-n 0w 5y mapnn mysnna) msounion naov 1
(TIVY MY X DY MDD NPYY MDINND MAPNN MYINNI) HOPOYN NPPNON NdY .2

IN DIMIN YDO0IN YN SN2 NN YR NOXINY \NTVRY MOPNI > YY) ©ONMN N1ov .3

MONY NP DY WIT DOWYY MAOYN Y02 NNVIAND MNINHD NN DYDY ¥ 10D (DN OMDOY YNaD
M0 DY DPONINIVIN DINDDN NN DXNND NIN DY NOIWNN DY NVIIND
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DY0YP MPPN NPYTa

wos 311

DINNA YN NNVIAX DY NP2 OXNVYNN MTIDNN TAR NI DOVNNUNND YIAPNNY VOP DY MP 12
P WHNWNNI D NNINN DY DXINDNDN D17 DHNMIDIN .NT DINND NPYIN MY 2PN NPNRM YOPIYIND
PN 217D YR NIPIN XD NON VOP —OPIN XD VOP PIND NO MTY WHNYN .NY D32 OPIN VIP MNPIVIND

LDMIVANRN VIPN OIND DI DY TTINNND NINDN NIIWNNY XTND N2IN 1D DY .NIIVNN YNNI T DY D00

TIIZ) INMNY MHIND 0NN P MwInd o — (White list check) navn npr1a vYpPa yxad nan
: DYNAN D279 20 ©OWH ¥ VOPN NPT NYA NIPN Y92 (DXNDN DINN YV IayN NYIND

.20 NNV, TNN, ND ,DPP 290 DOVYPN DI DY MPPN NPTAYNIO W e
.MIPON T¥2 MYXIANT MPPN MPITA DY TANDNY PR NIV DY T YNID W OOPN MPPTAIO NN @
TYINMND QUMDY NON ONN PIYAPO W e

99010 NPNY NI NYIN LD NIV XTY) INMINN 12)2 XN VIPA YAPNNN IVDNNIY NHTAO v e
.(200-n YO 0-n DY

(dd/mm/yyyy 7R X0HT9) NN NNIAND NNORNNN MDIND PIYAPI v e
DTN NP ROTH PIN NI — TN TNINIVIP PIYIAPH V>

N (101 select,update,insert,or,and,;,union) SQL m™ipa 9910 XY VOPIY NTNY W NIPNYO1 e

<.>,(,),/,document) Script Injection -5 w Cross Site Scriptingb mwnwnon HTML mymps
QR

(INDONT O

SQL Injection TABLE
SQL Injection ANY

SQL Injection AND

SQL Injection CMD

SQL Injection Set-cookie
SQL Injection INJECTE
SQL Injection Select
SQL Injection FROM
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SQL Injection WHERE
SQL Injection IS NULL
SQL Injection 1=(

SQL Injection 1=1

SQL Injection LIKE %
SQL Injection DROP

SQL Injection INSERT INTO
SQL Injection VALUES
SQL Injection UPDATE
SQL Injection SET

SQL Injection OR 1=1
SQL Injection OR '1'="1"
SQL Injection CHAR(
SQL Injection LOAD_FILE
SQL Injection ASCII(
SQL Injection UNION ALL
SQL Injection GROUP BY
SQL Injection HAVING
SQL Injection CONVERT(
SQL Injection EXEC

SQL Injection XP_

SQL Injection NOT in
SQL Injection NOT EXIST

SQL Injection

DECLARE

SQL Injection

WAIT FOR DELETE

SQL Injection

COMPRESS(

NIXMIAN TYwn

o"n7a

YT’ NNLVAX '7M




o
W
¥ ¥
~
irs
RS TIITIE

NN 0 T

NINLAIXA NIDIYN NIN'D 701

SQL Injection ENCODE(
SQL Injection SCHEMA(
XSS SRC=

XSS </TITLE>
XSS http://

XSS fromCharCode
XSS String

XSS SRC=

XSS IMG

XSS javascript
XSS JaVaScRiPt
XSS BODY

XSS onload

XSS iframe

XSS INPUT

XSS event handler FSCommand
XSS event handler onAbort

XSS event handler onActivate
XSS event handler onAfterPrint
XSS event handler onAfterUpdate
XSS event handler onBeforeActivate
XSS event handler onBeforeCopy
XSS event handler onBeforeCut
XSS event handler onBeforeDeactivate
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XSS event handler

onBeforeEditFocus

XSS event handler

onBeforePaste

XSS event handler

onBeforePrint

XSS event handler

onBeforeUnload

XSS event handler onBegin
XSS event handler onBlur
XSS event handler onBounce

XSS event handler

onCellChange

XSS event handler

onChange

XSS event handler

onClick

XSS event handler

onControlSelect

XSS event handler

onCopy

XSS event handler

onCut

XSS event handler

onDataAvailable

XSS event handler

onDataSetChanged

XSS event handler

onDataSetComplete

XSS event handler onDbIClick
XSS event handler onDeactivate
XSS event handler onDrag

XSS event handler onDragEnd
XSS event handler onDragLeave
XSS event handler onDragEnter
XSS event handler DYNSRC
XSS event handler LOWSRC
XSS event handler BGSOUND
XSS event handler LAYER
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XSS event handler LINK REL
XSS event handler STYLE
XSS event handler REL-=

XSS event handler Content>»=
XSS event handler .htc

XSS event handler Vbscript

US-ASCII encoding

%SCripty

XSS META

XSS FRAMESET

XSS BACKGROUND
XSS DIV

XSS background-image
XSS expression

XSS text/javascript
XSS background:url
XSS and // BASE HREF
XSS text/x-scriptlet
XSS OBJECT

XSS EMBED

XSS AllowScriptAcces
XSS Eval

XSS .htc

XSS CDATA

XSS and# DATASRC

W SQL Injection mopnna oywnwnn D»N»Ya DMN NDION DY DXPNAM NNPDY Tynd v> e

Cross Site Scripting
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NP DY Do

SQL Injection '

SQL Injection "\

SQL Injection X

XSS I
XSS 5
XSS i
XSS
XSS m
UTF-8 Unicode XSS and ; #&
Long UTF-8 Unicode XSS and numbers #&
XSS Hex encoding and X #&

Embedded tab to break up string script |\t TAB
XSS

Embedded tab to break up string script | #&x09
encoded XSS

Embeded newline to break up XSS #&X0A
Embedded carriage return XSS #&X0D
XSS Null
XSS %00
XSS \0
meta chars XSS i#la&

Non-alpha-non-digit XSS

XSS >>

XSS with no single quotes or double | /=
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quotes or semicolons

XSS i

US-ASCII encoding %

unicoded XSS and DIV oo\
newline
*/
[

DININY VYD INDY NIV NN .3.1.2

SPMIN D9I19N ,WATIN DMNMNN VDY WHNWNN NN DX2XNY 1NN ,MNY NP Nya 9900 — Mny e
Y2 Y2 INNMI /N IN ) DIDDDN MNY NN TNYD YA TN YN 9PN TN v 00N

NYINO DYTYN DXOPI ,NT NDN MTYWA DI1ID0N NY2 ’D XTND ¥ — NNRY NNY .SQL nw Hm nmay
.Database-n n15vwo nuaxnn MnYan YN Hy5 oXvNans SQL Injection

0219 DN ,NN90 DIDOY DI PNAWN MDD - PAYN 990D e

YTIN 0P : 0XTI9) NITY NYIDYA PINND NN T DY NI DDINNL \DMIND VIOV - OIINN @
.OPIN MMV HY2)) VIV 90N MINWN NIN VIN MITYNN TAN DI NTND JN) 10T 19N .Y

TP MANOD P 9ON0 DD DIMOD - 09D e

2902 .00 RN DMNND VIDN YNNI DINMNN OINNN NN DX2ND 1) 5772 - ¥IDN S9N e
.DYTNYN DNNA WINOY XYY D) DIVIDINN DD NN YNID 1N DMIP0N

22111 09N .3.1.3

75 .Unix-y Windows »on nHyan moayna nTN»N NMynwn Y1 o»n § & / < NHONTI D001 0NN
.Meta Characters 0>a17 0»pna DXIPI 1IN DNN ./XIP TINND VIP NIPY HON (-0 1OP) < NN Hwnd
MNVPON INIT MHOYY , D8P NINGY MIN Yy DOWRNWNN YINY VIPA nwrnwn Web-n n»ypvan IwNd

n9wan Yy wawnb 1511 vYPN TINa Meta Characters 5mMwY 9pnn 9150 ,N5¥aNn NN NN N
NNIN N DINIAP NNIP I MTIPO 9IND) MDID GPINN 5127 1T NN .7PIPIDAND YNIN 72T DV 1902
TNY YWY DTN MPITN MPPN MPITA YD) DOWATI XY DN NON DNN WIDOWN ¥ININD ¥ 190 .NNI0IN

DY DN YNIAD
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NULL-p .3.1.4

P85 C 0 MmMon Mava wnuvn X3 0 X0 13 N v ASCII-n 79vn .NULL-n "D owh v 1nvn vt

NULL ~71nn 9pmnn auns avow mynwn NULL-S px Perl 110 nynx moava .nnannn 910 01pn N
.DYDNMDN DMIDN NPYY IN NMNNNIN OTPIN MIIND DMOD DI0Y 9271 ,0902 DIVNIO TINA

NET a sm»o sonvuna vwmdy 3.1.5

N8 D'OPAIR , N2'201 V7P N'PN NIRYTA Y¥A7 D TVIMN D'ORAIR 1900 N770 NET. nmwn
:N7190 N71Y9 D'yxan

UNNUN? a'¥7 nNLVNI 9T9TN T¥A NYX¥ANNN N71v9 — Javascript niyxnxa nn'pn nz'ma .1
JAY 077 URINE DTN NRAY NYTIN

NNLAX '02'N2 NN NIA'YN 1T NT TX2 T\I|7"D'7 — MWD T¥2 NIY¥annn NR'pN Nip'Ta .2
yTn

;1120 D'V NIP'TAA JINY NI 7Y DAY DFTRD NPS0N N'MYNN

o 7m PR NN N u9EP7 TN nwonnn — RegularExpressionValidator .1
X710

.0MD0nN NIV ,0' NN 07 1TAN7 CWoNNn — RangeValidator .2
JIWATIN NIRZTAN DR 077 DT 227 Tnn¥n? "woxnn CustomValidator o'y qona .3
INDAIT

077N NTY 1Y NIEFTAN DTN

Custom text:<br />

<asp:TextBox runat="server"
id="txtCustom" />

<asp:CustomValidator runat="server"
id="cusCustom"
controltovalidate="txtCustom"
onservervalidate="cusCustom ServerVa
lidate" errormessage="The text must
be exactly 8 characters long!" />

<br /><br />
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NIAYN T2 NN YX20D TIPN yop

protected void
cusCustom ServerValidate (object
sender, ServerValidateEventArgs e)

if (e.Value.Length == 8)
e.IsValid = true;
else

e.IsValid = false;

NYPIAN NOYP

SV DMV DD 2PY) ,NIIYN W NDIP INKY 11 asnd onnn  (Fail Closed) napian nonp py
DYN) TPONY DIDWNN YTHRN NNVIAX MMN (INTT VIP NITN ST YY NN MINAY NN N MOPNN
NN MNDT” DY A8N DMINY

12 19900 YT NN NDYON DY 28NY YD NN NNoNn 0P Firewall-a phnn ox : POnd NonT
DMV DPYNN

MPYN Ypan v MmN nTayd (impersonation) ninnmn ¥y¥19 DO WX NN TONIN — NIDN RINVT
PINNIMNT WHNYND XD PONNN DX PY0IND TIX,NINNNN TPONNA HWON

N9 DY 28N DNY IWIRN? TI2) DINTT DOWNHNWN YT DY GPMIN, M) N2 MODMIPN 19010 MNYIVY NIIYN
(ND>IPN APY) DIOYIN DN NNVIN MINNNY I VTN NNVIN KV

Y2 NIIYNN NNVIAN DY ANV TIPN NYAYN NN 1IN NOIWNN ND9) DY DIONNY TIPA NNON Y8ID NN
NN DTN NDNDN NNVIN NN MYNTY MDY YNIN XD NIWNNY TIY DI TP DY 1123 1NN .NDN
T2 NP PN D9V NNVAIND NN MDIWYNN NN NNAY YW PN YII2 NOIWNA NNMP NIPN T DNVIN

27NN NI22 IMND/MVA ANND NIAYN NIIWNN NOIP DY I8NV

DNYYAPN IN- catch - try 2 TP YOP Y5 PVYD NN MXPIVIRN DY NNDINND KDY NI HAVY NNDIN TITN
NIVN OV IR VNNWND NYND KDY OHDD NPND TIN ,NOIYNA DV DY WIANND TN .DOPVMDIN NOVA
VNNV 29D NIYN TN NIIWNN DY APYNHM TIYINN PN DYIPND DIDIN NDN DY DIRINN DOV

.0 pyva
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oIV»”H MoV

.DIVY»MD) NIAND NVIVH NPND NN YN NNVIN MMM NND

Nonn AP amn 12 axnd N2 XoNT XN LY NNVIAN TN, 12N vind vy 7110, 21019 , AP nand
DYDY MDIY NNONIY O N3 2T .DNVIIND NN TIIXD MYPI MOIN MNTXINNT WHRNWYND NN NN
NN NMINK MDIWN 1990 MITNN IDIND DIINY 12T X019 XNNVLIAN PN

DYONINIVI NMMIPN NNPND ,NPINND MDP ,NPINONIVIY NPYI NIPN,YIDIYN 19N 1IN NINY MLV
NYTIY (MIONIXII NDYND N2 YN NNVIANX NN MYV 5I) DN NMYLY

YUNNYN NN
PONTIRY WHNNWNN DY 20V NP2 DXIWNN YN NNVIR MNMNNND TANR N NIIYNI DIVPNYNRN NN
T WNNYND IPIYY N2 MIXYIN IDIN YAPY DT NMT NINIRI NN M9

NI NN DY DWVNNYND NMITNNN ,DOWNNYN DY OV YN NOWND 5PND NDIDY NN 1NN NOWYN
NN WHNYHD DV NOIYNN DY N MAPNN YNID) DNV MW

N INNM .3.1.5

DT IUN, DOPIN DNMNN DXAVNI YN DD .Kerberos D OPIPAYN NN MNINNN WHNYND XNINDIN
.D2IY2) XNIND NV MDIYNI NI WINIYW DIRNNI) DINYI MIND

YTIN NPT NN WNND TINY AN PXADN YN 1K IN,PIDN 1N NPNYNN NNIA NI TURD DY
DR PANNY TNY DMPY DTN FPIPOIANRD DY TIPN NN DXMONNN YT DY WNN N3 1NN 7PSPIDIND
PIMOVITIVD MANN DIININI WHNWYND W (NYTINA INK YT 53 IN DXNVNHN NN) YTNN

NMINNDIDI DIVNHYN NP1 .3.1.6

DOVNNYN NPPTH DY NOINY NITHIN IVONNDT NN DYMD ¥ MNHDDD DY DDIANN NPT NN
DNNNA PIONY ¥ DMN NINNDDID 21179 XYNI MNIPY 1901 1DNY .NOWNN NDY DNNNA NPIN MNNDDID)
S YTNRN NNVAN DTN 7Y NIIYNT NINNNRY NPITNY

DONDIOPNOINRDIPN NNPDD TIN NION N
LDONN 6 DY HOONNDPND TNN DI 772
795 72YN PO TNN PRI DTN ,00N 20 DY HOIONI0PN TN

MMIAP 3 NN OMPNVYN MNAD DN WHNWN NHPDYOY D21P1 : NONTY — NNDYD NN NOON .2
:ININ ONNN

[a-Z, A-Z] MOyTN NNLP PN =

[0-9] 9D =
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Lo N%$#,@,!,~] DTRPH ONN =
(DOWUTIN 3 95 5WN5) NNPNI DY NNDID NATNN XIND ¥ - NNDD NAYNN )

.92y2 VIV PIY NIRNDDID DY NITN YIDIY OIX PIOND ¥ - MINNDD NONVDN T

NMINK MNRNDDXO 7 D NASNN YyNND v 555 7172

NNDYOY \PNT NYTNN NNDYON NDIDN NYI MNY NIWNN JY - MNNDD JPYT NYIN .0

SNOYTY ,DY02 INMN MDY MNADID ONITO J9IND IX» WNRNYN 12 28D YN 7D .,Mvn

MNXNDON DX NIND GPIND MY RNDYON N 12 ANNN WIS T .passl,pass2,pass3...
PTINYN

—VNNYN NIVN NV )

MNTINN Y09 NYPNA DIDVID MIPD 190N INNRD WHNWND PNIVN IR Y v =
DY NN NWIIND INND NI DY 92110 DD 7972 D)0 YI% 9799

ND 10 DY (NYVW O8N INND DYND) ITINY JIT P39 INKRD NDOYIN NN IINYD v .
Y NYIND 0N

4.1.9 PYOI MADN NYMN NINY - =

900 NPV P 3.1.7

: PO NPOY NNIN DY DIV 1)) DOVIT 190N 1IN0
: DYNIN MITYN DX DIVIY TN PIY RNDDON MY POIN N
MmN NHooN =
m\ZaiaTalalalveivi B
NYINN NHODON NN =
9w Session -n mw USER -n 5w nno>yon 51mn mvdn Nnoon IR NIVN T8I NN v .2
LDMOY TANDNDY NWPANN POND WNNWNN YO0 NN NDYO PR )
(MNXNDID) DONTHN DI 12 NNYPNN THN MIONND NIRTO W .7

.NDYO MIVN YNNWNRN YR D) N2O¥IN NINYI NN PN IR DY»O v .70
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User Enumeration ny»n .3.1.8

DV NN DMYY IR .MNTINN TON — DWNNWN MNY DN 13 TR DIPH P71 W NPIPIYONT 112
NTND ¥ T NNDXD MDY 1IN SV NMPY vindn 0N INYT NNV YY 090N D) N1PNY 191D WHnWn
.DYP N9 WNNWN NN N, 070 WHNWN NRD Y NNIY NNIND 1I0Y MISPIYONI DIPH PRY

N9V NN NN P12 wincy .3.1.9

: MINAN DTN ONYN NNNA MINHD XYM 7PNPIDINI WHNWNI ¥ A0

MPON P2 N7 AUP PRY NN .INITI 1KY AWNNN NIID TITN N0 - NIPIAN XD NIID
,VTIND DIPN N NDON LPNPIVANT DY INTIAY NX DD WHNWNN 2D NYTY TIT PR NIWH ,NIvD

— TN PN PI92 79 SR KO NIwn WD Timeout yat ,Session vP»2INa YIY v DN
99YNY IPNY TN BY NIVIN MNTIN WA ,pNn» Session-n vpP»aN

s MINAN MDIYON NN YNID ¥ NOIWNNN NINIY I .NIIYN NININ 1IN WIDY — NIPIIN NNOND

Auditing ) T NN NN DXWNTN DXODN DIVNID T ,YNIAN NN M TN O
(System

UNNWRY N8PINY NIwa SEesSion N VPPN NPPPD - ©
:WEB noayna nnn1d

<% Session.Abandon () %>

NO9¥NA MNAVN VALY P o»p 3.1.6

NINIYN NXRIPN/IVA TWAND ¥ INI9) NNNN INNIND) NIIWNN DY NNOXIN NPN NYXID) NTMN2
.MODN MIOPNN NYINI Y NTIY ININN DPP.NOPNNA MINIYNI DTIVN IWN NN

DIVUNNYND MNNDID HY NLAINN PonR  3.1.7

clear nMN2 YNNI NN MDY PN MY ,NOIYNI NINDID NIIND 9IYINY DIVNINYNRND MINDDID DY
hash mspn9 NMX NN VOPN DY DPYaNY v NPYTAN NYY , 7251 YN DY hash nvd v text

SHA256 5 Npn hash 1°8P192 wRnWnD XDmn .anvivw NN Dy MNYn
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Y HIP) NN, MNYUID

MOIYNI) YN NYWNN RIN TYUXR MNYAD MIXRYIN D THYD ¥ NOIVNN YT DY WHNNWNN NMY TPONN INRD
NIVIZ DMIPY 90N PPND L(WHNWHNN DY MMON MY 1DON PTIND NN GN) NIYON MY MNmNHon
1295 D1ad vy AUN NV NP NI, MNRYIN

NYNIDIINN AINYIND PIDY.3.1.10

N YT NN N9IWEN NN Y9 1IN 5Y NWITTA THHNDINN IRYINN DX PTHNY ¥ MNWIN 1nna

s MINONT NND Pno
.0OmPN N Y99) administrator NPVIVDIPHTR MNYIN NNN NOYINN YIPINI Y e

7252 NP MINYAN PIYND - DNNTY TN PR ON — DXOPMIIND NPV NDNID YN YND NN e
N2IPN OMNINI RNP P97 YR WHnwnd

DXVPMIIND NN NDINN MIVDY P NPY Y GWANDY NMI90N NN D) DY) YN ONTD e
WUNNWNY DWW

(login) wnnwn PTHNY 1M TN YWY NTHI — Sa YHNWN NNN DMMN DAY N TWIND PN e
A9 DOWVITTN (NNYTIY MNTXING ,NINDAV) DOVPMIIND P YN TUN

DYNRY DLVPMIND (Anonymous ) Guest-y Everyone 112y mxvInNn NN PoNY \omn e
WUNNWN YD DIWNI NN DMININ

I Ppon nt49n.3.1.11

D5 NN PONY ¥ .DMONNN DI NN YNIY DN DIVNNYNN DI RD .07 DIIINN MW ¥ MINPIYAN I3
VY 100000 DIYM INNKD .TI0 92¥N XD TIX NINY MIRWIND DX P3N0 DI DIRNNDY DIMNOD OWNNUNN
NP NN2) MXYIN NN MYNTH MDA YNID 09197 DN NN NMIRYIN NN MDY DOVWNRNUNRY RTND

MNWID 9.3.1.12

(Declarative Authorization) n78nn NnHa NYNINSH Mxvin .3.1.12.1

N ,0101 Role-1 DNYNI AWR DIWNNWN MY P DIARWNY DY) PTIND TWIND >DVIYPT MINYIN PNININ
5¥ N 93) NN A1 TAR DIPNI NWYI DWHNWNRD 577 .0MNon Role-1 nxsmv (Group) N¥1apa

Awx Web »nav »v XonTo .apoya mdIyn Pa MNYIND DIRNN M (M1 NNsnn 81p  LDAP
DY NIVN DY TN DIVPNN
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(Programmatic Authorization) 7Tpn nn-Ha mxwan .3.1.12.2

NND AT N2 MWIN) NOYA NINT YN .TPNPIDINN DY TIPN NN DNIOIXD NINYAN NN WM2APY 117N
NN DNV INIWHYNI ,NT NN PINNYY DIVND , NN DY NTIAYN Y932 MDD NIN NN NTIAND TN, TPD
DNPIOIND TP

9N DY MYNA PY9DN ¥INY INX PDVIDPTN MXYIND 1NN IUNRD P71 NINT YN vNnwno Nommn
TINNN NP OMINTY OMNY YN NN DY IN DIDWN MIRYIN NN OWMD NIN DY ,7PNPIDIND

MNYIN 9999.3.1.13
S NPIAPOY NN INYD PHND JN MINPIZINI MNRYINN ) NN
MW Y MNVIN N
LDMANRVN Y MIRVIN A

JPYONADN NJIWAN NN YNID IRYI WNNWNN OND,TIUYN IX NMINYIN NN NDNN DTN NN 799 DI DY
NI IIWN DN .NINIPY DY DMYIN DXDI9 MINID INYIY NINIIN TIVNI NPINN YN OND NONTD
95099 NN NMINIY ORYI NPONN DN DR IMPON NINID INYI PPTI DXIARYND NN .DXIANWYN 29D NINYIN

19W NPYNND DYDMYN NINPON VI NN P IN MNPYN

MNP INING NINPITOND NpIvn.3.1.14

LDOMIY NPD OINNRD MINPIDIND NN POND NI TPNPIVAND YT NNVAN MDD NN DNNND DTN NNNX
OV NPMY DN IPRY TPNPVAND DY NN POND P NYID D1 DINN KD DOWNNWN NY MIana
APSPIOANN DY NPPOYN MINND NWID DID1D DIWIN DIVNNWN N INND YT M09 P RIOX INPIDIN

DM DN DOWNNVYN DN MINPIIANT DY NPINDD WY M) DY 120N NN POPNY 1N TO1

NoYNN N9 MNYWIN.3.1.15

NN PPSPOIVIND DX ANV POINN .NIWN DY SErvice 5 N Process d nHyom Y55 772 MISPIYONN
Sya vHRnwn 0y PONINN IN PIND N DX MYV .DNDN WHNWN DY N8 MINWIN DY NYYON NIIYN
NN MIIPIVANRN DY ¥NO LIHNY> IWNRDY DY MO a¥Na . System w Administrator 1135 12N MRYIN
MY TNYHN YRNYN PTHND ¥ 120 NIV IMNXI MNPPY MINK NPEPIDAN DY DN NIWN DI DY NVOY D
TIV TPNPIDARN DY 51N> DT NIPYY 2IWN . MYITIN MIRYIND DIIPN NIR 1T WHNWND NN v PONNN
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INVAN 1YY 1D ON P2) 1IN DYDPDNN NINNIND I190) THNNN DY ONINND OIND TPV ,NDIYNI W8IV
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Y2 DOVIPRN NNOYI NOD NINIAN NXIYIN .DTIINY MPRD NNIYIL M2DYN TIY NNYN XN qON 19
SIPOMP MYNY

S TYNY W IUN DIVN DIWTPN DY NNV 1NY

IPNOY NN NP e

.22PY DMAHAX VN DMIVNIAY DIV DXIVN DNINYNI DIVNIY , NVIPNI DY TN e
(N1 DV, DI ,NY) MXYIN) VPPN DY PINN NPV DD e

LOPYAIROV NN e

A(NNYTY WP DINAN ,NNVPN DIXIY NNPNY) NNVPN MY e

(ND”52 MNOYWD NN ,NDI) NIIYNI DINPIN NI PN e
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OV NVDVPIIAN MINDY @
.Debug m»ys e

.9IND DNNNA — NOIWNN NDWAD NAIWN TIWUN "NIPIN MDY e

1995 N5 71.3.1.18

NVIAN NPYAD OIND D1 WX YPNN YD RTND 2IWN 199) 27 YN MDMIN OPYIV 1I9IND ,TIWND MMV
99 N MOINNX MOIYN SN ,NOIWNI DMNWN DNV MNXNDDIDY DY) O DXTNNND XD 0D NTID DN
.DYPP1) OMIINY NIIWNNN DOPON NYND DY TUN INN Y10

NINPIVAND 3”7y B98N BINY.3.1.19

(Debug) Mpn nx a8 Sy M0 HAPY 2IWN MNPIDARN HY PN DIYONI .NILVH 90N YW DMNY NNIO
NOIYNA DXNY YSIAY NN YN NNLIAND DNYPN DWIPN NN NI INND PISPIVIND MYWINDD
NOIWNNY 7Y IX NPVIP MTIPIY TNDA NN YNIND NN DY A¥N NNNN DIAPD DXIVARD O INKRN

Raph))

PINNY IN NNIVYH YNID ND MTY WHRNYN .DMPI120 KD DMIOY NN NIIWNN HY DMNDN DR NVIND 2IWN
MOLOY DN PV YNIY DOPIN INK MPNND YINND T2 IN ,YNIY YWAN IR 7YY 151 DN NN
1912 NVNANN OMNDN DY PNY

INN NOINY Log -n nvno .3.1.19.1

NNoYW qwand v Nt APLS AP miyxnxa 10N noaynd (meyan Log) Tiwenn »Iin) NN NN 23N0Y jn%)
MYTIN IS IX PINND NMIRYIND NX POND) 7192 DWW MYTIN DY

51 0N TonY Log - n navno .3.1.19.2

MNRYIN DY DNDN WHNWAY NINM PON NYHINY DN DIDIY (Myan Log) Tiwdnn »IN) DX 1IN0 1N
DIV PINKND NX NNIYH KDY 7192 MMV POIND

Log -n Yy nnonn .3.1.19.3

MY YNIANND DOX9YY IUN DN DMIOY INRD YNNID T DY (M2wan Log) Tiwwnn »Mn) by Dinns xommn

MM NN NAMOY NIIWYNL MY 7P XY MPWaN Log nNdnad nnann » X9min )15 103 .0M»NTY 09
TP NDY NOIWNN T DY 12N DNY MVIN TR IPHND IN MY NI TIONN NNV NVIN NN TN . TIWNN
NN DI

N2 119 WINIWY Maon nymn .3.1.19.4
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Y1919 DINDY MINIY MY PN BMPY U v

MNS MMYT 5102 N1 D5y Log-n NP ,MmvI 299K NIMIY NOIYNN D NTIYN Hva
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YTIIN NIND DY DINNN YNID 7P 1NN ,NTOV NN NITYA 10D 1N ONDA ,MINKN MMV
VN YN N RO AN MOPA INY DWNN YN INIANND IWIRY TUN 72T ,NP>TAY WITIN
JND NOYYY

N99ynN LOg -2 DY 1IN YA ¥1910 9 1apnd v v

NND .T292 OOV DIRY DINN) DY NIND YNID W TN ,IANPI DIWN TYS N Iog PATRRS

NNLVIN NN DR NN NMT DWVWNNYN MNRNDD N ,NOWNN Log-> oowny onm
Novnn

Y Y111 99912 1N NVAINND LOg-n x1p 2 Papn v vV

Y079 YY DWW DOVIY DN NINY NDONN ,TPYINN SNT2 N M9 PN NIPN 2 XTND v
MRXNDD I MNY 11N DWHT DOV 939> XIPIY NON )0 10 .90 ININND NIIWHN
AMANNY AN ,NYYINN NN NN YDPN NN NVIANY W .INITI) DIWNNYN

YN D0 N9YPNY NN N Log-n Xap 29 mapns v v

v NM2AY MWN Sya 10 Log-n *8apa 2wy y1n .Log-n d82pD 122 y¥ann ’d XNTND ¥
MNP PIPIVAND DY INX YT DI DN 1D PONX ONPNND

Y2 1IP IWUN DOYIPN NPPNT Myn 1N Log-n 7¥ap nnw) M0 )0 10D .ONNNA

Yy l0g -2 999905 N0 9N N8 l0g -n NPy A Yy vV

NYY OIWAY NYP NNl widw .3.1.19.5

PN HNY 1YY DIV YNIY DINIONNY DY YD npavnn ,LogdNet owa nov nbron Net . monwn
: DI OPON MWLV Non Log4Net

pxap .1
mpnn .2

op /[ ndyan .3
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OFF - nothing gets logged (cannot be called)
FATAL

ERROR

WARN

INFO

DEBUG

ALL - everything gets logged (cannot be called)

NouhwhE=

/http://logging.apache.org/log4net

NNOY NTA MNNIYA DIV PN

395.3.1.20

NOND XNON DY 0DITN NNN .YTNN NN 2DYW NIN ,NOWN NOPNNA YN HY DMNMYNRIN DXADWN ThX
NN ONYI MNNY NN T DY NN, NMDN DY TINOD) DIONINIVIY YT X INN ,NIIWNN DY 309 Y711
BanR)Y)ap)

(bugs) Nnxy NXPIYINI NPV PPN NPYIANND PHN NN INO MINDIWI NPYA OY TTINNND 7NN NN
PRYNY NDNID RY NP0 992 .7PNPIDONT DY NNVAND MMIN NN X192 1PN PIND NPND MDD JPoM
NNNY NN DTN )0 19 ,IWIRD D35 NI MPNNA DY 720N IR PN WO NYMVN SNDI NINNY

WUNNWNN YW Session 1 AR MMNOY ¥ YN NNVIAN

Myn.3.1.21

DNA DMPNA .NMOY XNYI MNIY TYNY NI 2 PIY AN P NN DWPR TN NT OTIPN P92
: DNIN MTYN DX 9230 TINY G0N, TYNY ¥ NIIYNI NRIY NP

(NOIYTY .NYINY NINIYD N NI IRNNDN 2DY TN-TN TIY DY 1900-NNDY TP @
NOIWNI DOP IR YHNYNN -1 ©
NI NY NDDD -2 ©
W YNnUNN NIYN -3 o
DONNND NI NON MNYN -4 ©
(NULL 52pnn — ) 7w 9apnn o -5 o

TIND ANVIN INNN TWDIAPNN—6 ©
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9PN N wHNWHNn Session—-7 o
NN Y (stack trace) nonna 89N DM VIS e

(MNYTIY NMINYIN ,NNTN I901) WNRNWN NN POIND DI NN DNVIAN NOYA NN NN e

ANV MyNn.3.1.22

DNOYYNN INIYY DTN ODIN TPNPIDIND TIPA NDNVN NNNYY NIWAN IN INOY DD D XTNY \ODmn
DP9 .("NIIYN NNNY NYPNRY) THPOYI IROIY NYTIN THN DIND W WHNWNID NYTIN PIND WY 7pinnd”

— T (Stack trace) NP¥PNS MIDNN ,TIiPa MMNY NYNON NN NYTIN Y9 IR DOPYN DNNSN 0¥
NN 5Y NPTNY MOPNN DPIVTE DN WHWY 9190w Y11

: NVINND XY VINOVWY NONT

try{

}catch(Exception €) { }

: NVIND VIIVD NINT

try{

}catch(Exception e){

log.Fatal(e.ToString());
Console.WriteLine("{@}Fatal Error", e);

Session.abandon ();

}
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YR NNLAN MMNN YW DINMN D02 2Y .OMIN) SYDXDI INN IN NT YIY NWY) NN Y51 vYNd
2IWN NPHRN TIPN MNHNY NWIN D) TN 0N WHRNWNY 112 WX DPHN9

01NN ©vab N .3.1.24

NN OMNNIN DY02Y 12NNNN WHRNWNY D0IYNY ¥ APINDIIN MINYINY DY MINIPYDY NPMIND ONNNA
NPIYOLNN NNX NMINGY DXYNIN D27 DXNNNN DY MDWHN NN 1D MUVITTN NPINRDIPNN MINYINN
:MINAD

[(DMMN O HMN) Sa - PIN WHNWN NNN DMNIMN DYDID N DIVIRD e
NP NOINN Sa vnnvnn nNnoo e

.Sa vnnwno mnt wnnwnn mMNwIn e

N9 1718 NLAIND XY DIPN2 Ny (Connection String) D MMN DDA NDNN NN @
MANIN

vnnvn mxwan.3.1.25

MPIN MNRYIN DY INA S WNRNWN D 91910 ¥ .NYaANN NPNY NN DMNIMN DD DY WHNYNN MINYIN
D02 YW WHNYN NITHN AT .TINGD 27 P DN OINN DOWHNYNI YN ,NINDIV PINNY 915> MYt
:(MYINTN NPORDIPNN NMIRYIND PNIPY ,2IVW) DINIAN O9HIN DY PPN v OINMIN

.S 112 NP2 MPINT MNYINT WHNYNY PR e

MYSNNI P OMONR DY) IWARD PTY) 7202 NPDVPIOIND MNDIVD YNRNWNN NX PO v e
NNY MNTHN

PNPIOANT MINDIVA 7252 NN NNOIPY WNNWNN MIRYIN IR DPDNO Y e

.(OTPNn NPH23) system MINDILY NV YHNYNN NN DXDNO W @

0NN UV DN 0N NNV .3.1.26

D) DONYNY DNDNINDN DN P .NIIWHNN YV ¥PHRN Y9 NN GN IX 217 DX 1IN JONND DINMN 002
W) L(MMIT) DINIDY DOVI9 |, INIUN YOOI ,97NIT ,NNDD ,0W) WHRNWN NN 1D 7DOWNT DN
STV NPDLUPYON MNYIN ,DINN DNV

TIANN MLIY MYNNN DOV OMNMN NN PANNY ¥ ,MANT XYY NINDIVI DNV DN W Tl
.DOVNNYNN NN IR NYNN XD DMNININ DDA NIWN D XTND M DY NWYNI MH2IPNI NPLITIVD
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NN MNIINRYY PPINND 51901999 INYINWA Wincw.3.1.27

TPNPIDANN N QUINT 1210 1O (MPXPIDARD TIP2 MININNDHD NIAINNN NNDINRY) MNINRPT NNDIRYL YDV
onv (Stored Procedures) m 1my maTsinea wnnwnd TIND X201 .NnmnI mM1a7 NNVIR Mapnny

NN DY NPEDINNIND DINWN NINAY D210 DIVNID HAPNI WRIN ancv SQL Mp
NI NNDORYN .NYY DMIVNIN DY DIPNXNY NHINND NNORYN NX NDPNN DM NMIVNIO NNIINYI
D’1VNI91 YHNWAN 1D VIPN DR DXXN 1IN INKD .ANDRYN M IR YIp Nt o Parsing Ponn

WAYND DY910> DN NNIIND DY P9 WaAVnD 0919 D¥VNI9N N 2Dva .(Execute) NNYINYN NN DY2OYIN)
.M Yy

: TPNNT NNDOINRYY ODHY NONT

strQuery = “SELECT user, pass FROM t_users WHERE user =" + userName + *

@,

AND pass =" + userPassword + “;”;

- Stored Procedure-a vwiwh XonT

DECLARE @userlD int,
SELECT * FROM DynUser WHERE ID = @userID

ADO Commands.3.1.28

ADO n9) ADO Commands -2 vy Tin NPI0VNI9 MNDNY WHond 1n ,9ou0 IR 1mIT 19182
.(Anx String Query Y5 5 9 Nt v, String Queries n¥yn My Recordsets

ToN IXRXINIT MENND MNDORYY 1)) 19IND DIVNIY PIAYAY IWIRND NPIVNIY MIPORYL VIV
.DMIMN D02 DN NNIINYN NN NN NNIVYO NITVAND NYIN)

Stored Procedures.3.1.29

MIAN NN DNYY GPINY AWAND PPN, NPIVHNIS MNDNYS NmTa ,Stored Procedures-a vinow
NI DY) YNID NOYTYN TITN N IXPIVINT AMD NYIAP 295 YNIN DITHN DN P NIN XNIIRYN
.DMINN Y02 DI MNDINY DY
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WEB 533943 nvainn ninaY orvwit.4

VYR DY NIV

.MVLAY PN NPND DIDY WK VIR DIINN N2 NN NP VIPN DY MINVLND

: DYNIN DYOVPAIND VINOYW TIN NINT Y8IY 1)
NIND M KD L7292 IINNY YN MONMNN TNNY ynn NX quy — HImIEncode o
M YN
: NOMNT

String TestString = "This is a <Test String>.";
String EncodedString = Server.HtmlEncode(TestString);

N9Y PNNLIAN NN 11PN URL nwpad qon» xnw 70 URL-n mp — UrlEncode o
2P0 MNN
: NONT

String MyURL;

MyURL = "http://www.contoso.com/articles.aspx?title=" + Server.UrlEncode("ASP.NET
Examples");

Response.Write("<a href=" + MyURL + "> ASP.NET Examples </a>");

: TPYNNN DOVWIN YNY

Make
potentially
Allow known Reject known malicious data
good data bad data safe
Constrain
Validate type, format, For example, stripping

length and range Mull characters or

{(Use regular expressions spaces

for string data)
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NIANN

DANND NN INNDYAY INTNIVYA (NNITD) IXIYN DIV M9DN ,MNXNDDID) NIIWNI W YN YD PIsny v
,DOWUNNYN DY YN 09 YT PO NI QUN) DMININ NN DTNV TN DY DINNI MNINNI VI YN
DNYPNN THND PINDN NN YT 919 NOW NN HY NYIN N1IYNL YHRN NN DIINND)

$99)1 NN 1NN YWINIY NYY) 9 TPapnD Y v

MY DIVHN NN NONPND MO KDY DXPITIY D101 NN MININNA WINYW MYYD NNINN DY
INNDY DINNA ANV XOPA NPNY NNINN TY MIANT 9NN NNSY MIN DY .OIWTN DN NP
YV 195 2INID WNIN ROY NNVIANX NN TIT NNVIANX NN INNNY DDY NIND DN OXNNNM 21N

DY DINNINONL WNRNWNY

LHTINN NNVIAN MYIITY MIANAN NI 12 NNNND NP Y3 Papny v v
Y NUNIN 20V 398100 YTINRN DY MYNAN NN \NIND DY MaNNN mMWITY 25 oowd w
NN TN D RTND ¥ 31910 INNKY .1IVDD-N IN NMIVNID ,NWITT MANN NVXY NN PITaD
TIX Sya Nnw Triple Des-1 wnnwnbd vy vy y10 7ay  XONTO YN NMYHI NN ONXIN
T80 NIPN2 N LAES (022 56 P N0 DY Nnan TN DES-2 89y ) v 168 YW nnan

RSA 5 nvumo-x moaxn

:DIN DYN NN MNNSND NIPNY INN NN Y Papny v v

DY NNON DY .NNPNAY NN MIANNT YIINY PADY ¥ ,7a¥2 198N IUNR YN NIYAY mn Dy

MY NN O DTN Yva Mpnn Mpa HardCoded nvnb &5 mapn 0wy 1 nvnd
DIPM NN POND ¥ 390 JaXIND YN DY NNYI IWARN MANNA TNONND NINPY NNIND
NN POY PNY N IINY DIWIN DIRY DOWHRNYN 91 DT NN PNDNY ¥ NN NPNY

POR NWNIN NN 9209 NN Sw Registry-1 11 nond X0 MWaN NN .nYyann NN
System.Security.Cryptography n»sva viw Net . mnwna noxn 4.1.0

c# aRijndael on>mYNa HNY9 MOANN WINID NONT \9NY

SAMPLE: Symmetric key encryption and decryption using Rijndael algorithm.
//

// To run this sample, create a new Visual C# project using the Console

// Bpplication template and replace the contents of the Classl.cs file with
// the code below.

//
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// THIS CODE AND INFORMATION IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND,
// EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE IMPLIED
// WARRANTIES OF MERCHANTABILITY AND/OR FITNESS FOR A PARTICULAR PURPOSE.

// Copyright (C) 2002 Obviex (TM). All rights reserved.
//

using System;

using System.IO;

using System.Text;

using System.Security.Cryptography;

/// <summary>
/// This class uses a symmetric key algorithm (Rijndael/AES) to encrypt and
/// decrypt data. As long as encryption and decryption routines use the same
/// parameters to generate the keys, the keys are guaranteed to be the same.
/// The class uses static functions with duplicate code to make it easier to
/// demonstrate encryption and decryption logic. In a real-life application,
/// this may not be the most efficient way of handling encryption, so - as
/// soon as you feel comfortable with it - you may want to redesign this class.
/// </summary>
public class RijndaelSimple
{
/// <summary>
/// Encrypts specified plaintext using Rijndael symmetric key algorithm
/// and returns a base64-encoded result.
/// </summary>
/// <param name="plainText">
/// Plaintext value to be encrypted.
/// </param>
/// <param name="passPhrase">
/// Passphrase from which a pseudo-random password will be derived. The
/// derived password will be used to generate the encryption key.
/// Passphrase can be any string. In this example we assume that this
/// passphrase is an ASCII string.
/// </param>
/// <param name="saltValue">
/// Salt value used along with passphrase to generate password. Salt can
/// be any string. In this example we assume that salt is an ASCII string.
/// </param>
/// <param name="hashAlgorithm">
/// Hash algorithm used to generate password. Allowed values are: "MD5" and
/// "SHA1". SHAl hashes are a bit slower, but more secure than MD5 hashes.
/// </param>
/// <param name="passwordIterations">
/// Number of iterations used to generate password. One or two iterations
/// should be enough.
/// </param>
/// <param name="initVector">
/// Initialization vector (or IV). This value is required to encrypt the
/// first block of plaintext data. For RijndaelManaged class IV must be
/// exactly 16 ASCII characters long.
/// </param>
/// <param name="keySize">
/// Size of encryption key in bits. Allowed values are: 128, 192, and 256.
/// Longer keys are more secure than shorter keys.
/// </param>
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/// <returns>
/// Encrypted value formatted as a base64-encoded string.
/// </returns>
public static string Encrypt (string plainText,
string passPhrase,

string saltValue,

string hashAlgorithm,

int passwordIterations,
string initVector,

int keySize)

// Convert strings into byte arrays.

// Let us assume that strings only contain ASCII codes.

// If strings include Unicode characters, use Unicode, UTF7, or UTF8
// encoding.

byte[] initVectorBytes Encoding.ASCII.GetBytes (initVector) ;

byte[] saltValueBytes = Encoding.ASCII.GetBytes(saltValue);

// Convert our plaintext into a byte array.
// Let us assume that plaintext contains UTF8-encoded characters.
byte[] plainTextBytes = Encoding.UTF8.GetBytes (plainText) ;

// First, we must create a password, from which the key will be derived.

// This password will be generated from the specified passphrase and

// salt value. The password will be created using the specified hash

// algorithm. Password creation can be done in several iterations.

PasswordDeriveBytes password = new PasswordDeriveBytes (
passPhrase,
saltValueBytes,
hashAlgorithm,
passwordIterations) ;

// Use the password to generate pseudo-random bytes for the encryption
// key. Specify the size of the key in bytes (instead of bits).
byte[] keyBytes = password.GetBytes (keySize / 8);

// Create uninitialized Rijndael encryption object.
RijndaelManaged symmetricKey = new RijndaelManaged() ;

// It is reasonable to set encryption mode to Cipher Block Chaining
// (CBC). Use default options for other symmetric key parameters.
symmetricKey.Mode = CipherMode.CBC;

// Generate encryptor from the existing key bytes and initialization
// vector. Key size will be defined based on the number of the key
// bytes.
ICryptoTransform encryptor = symmetricKey.CreateEncryptor (
keyBytes,
initVectorBytes) ;

// Define memory stream which will be used to hold encrypted data.
MemoryStream memoryStream = new MemoryStream() ;

// Define cryptographic stream (always use Write mode for encryption).
CryptoStream cryptoStream = new CryptoStream (memoryStream,
encryptor,
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CryptoStreamMode.Write) ;
// Start encrypting.
cryptoStream.Write (plainTextBytes, 0, plainTextBytes.Length);

// Finish encrypting.
cryptoStream.FlushFinalBlock() ;

// Convert our encrypted data from a memory stream into a byte array.
byte[] cipherTextBytes = memoryStream.ToArray();

// Close both streams.
memoryStream.Close () ;
cryptoStream.Close () ;

// Convert encrypted data into a base64-encoded string.
string cipherText = Convert.ToBaseb64String (cipherTextBytes) ;

// Return encrypted string.
return cipherText;

}

/// <summary>

/// Decrypts specified ciphertext using Rijndael symmetric key algorithm.
/// </summary>

/// <param name="cipherText">

/// Baseb6d-formatted ciphertext value.

/// </param>

/// <param name="passPhrase">

/// Passphrase from which a pseudo-random password will be derived. The
/// derived password will be used to generate the encryption key.

/// Passphrase can be any string. In this example we assume that this

/// passphrase is an ASCII string.

/// </param>

/// <param name="saltValue">

/// Salt value used along with passphrase to generate password. Salt can
/// be any string. In this example we assume that salt is an ASCII string.
/// </param>

/// <param name="hashAlgorithm">

/// Hash algorithm used to generate password. Allowed values are: "MD5" and
/// "SHA1l". SHAl1l hashes are a bit slower, but more secure than MD5 hashes.
/// </param>

/// <param name="passwordIterations">

/// Number of iterations used to generate password. One or two iterations
/// should be enough.

/// </param>

/// <param name="initVector">

/// Initialization vector (or IV). This value is required to encrypt the
/// first block of plaintext data. For RijndaelManaged class IV must be
/// exactly 16 ASCII characters long.

/// </param>

/// <param name="keySize">

/// Size of encryption key in bits. Allowed values are: 128, 192, and 256.
/// Longer keys are more secure than shorter keys.

/// </param>

/// <returns>

/// Decrypted string value.
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</returns>

<remarks>

Most of the logic in this function is similar to the Encrypt

logic. In order for decryption to work, all parameters of this function
- except cipherText value - must match the corresponding parameters of
the Encrypt function which was called to generate the

ciphertext.

</remarks>

public static string Decrypt (string cipherText,

string passPhrase,

string saltValue,

string hashAlgorithm,

int passwordIterations,
string initVector,

int keySize)

// Convert strings defining encryption key characteristics into byte
// arrays. Let us assume that strings only contain ASCII codes.

// If strings include Unicode characters, use Unicode, UTF7, or UTFS8
// encoding.

byte[] initVectorBytes = Encoding.ASCII.GetBytes (initVector) ;

byte[] saltValueBytes = Encoding.ASCII.GetBytes (saltValue) ;

// Convert our ciphertext into a byte array.
byte[] cipherTextBytes = Convert.FromBase64String (cipherText) ;

// First, we must create a password, from which the key will be

// derived. This password will be generated from the specified

// passphrase and salt value. The password will be created using

// the specified hash algorithm. Password creation can be done in

// several iterations.

PasswordDeriveBytes password = new PasswordDeriveBytes (
passPhrase,
saltValueBytes,
hashAlgorithm,
passwordIterations) ;

// Use the password to generate pseudo-random bytes for the encryption
// key. Specify the size of the key in bytes (instead of bits).
byte[] keyBytes = password.GetBytes (keySize / 8);

// Create uninitialized Rijndael encryption object.
RijndaelManaged symmetricKey = new RijndaelManaged() ;

// It is reasonable to set encryption mode to Cipher Block Chaining
// (CBC). Use default options for other symmetric key parameters.
symmetricKey.Mode = CipherMode.CBC;

// Generate decryptor from the existing key bytes and initialization
// vector. Key size will be defined based on the number of the key
// bytes.
ICryptoTransform decryptor = symmetricKey.CreateDecryptor (
keyBytes,
initVectorBytes) ;

// Define memory stream which will be used to hold encrypted data.
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MemoryStream memoryStream = new MemoryStream (cipherTextBytes) ;

// Define cryptographic stream (always use Read mode for encryption).

CryptoStream cryptoStream = new CryptoStream (memoryStream,
decryptor,
CryptoStreamMode.Read) ;

// Since at this point we don't know what the size of decrypted data
// will be, allocate the buffer long enough to hold ciphertext;

// plaintext is never longer than ciphertext.

byte[] plainTextBytes = new byte[cipherTextBytes.Length];

// Start decrypting.

int decryptedByteCount = cryptoStream.Read(plainTextBytes,
0,
plainTextBytes.Length) ;

// Close both streams.
memoryStream.Close () ;
cryptoStream.Close () ;

// Convert decrypted data into a string.
// Let us assume that the original plaintext string was UTF8-encoded.
string plainText = Encoding.UTF8.GetString(plainTextBytes,

0,

decryptedByteCount) ;

// Return decrypted string.
return plainText;

}

/// <summary>
/// Illustrates the use of RijndaelSimple class to encrypt and decrypt data.
/// </summary>
public class RijndaelSimpleTest
{
/// <summary>
/// The main entry point for the application.
/// </summary>
[STAThread]
static void Main (string[] args)

{

string plainText = "Hello, World!"; // original plaintext
string passPhrase = "Pasbpr@se"; // can be any string
string saltValue = "s@ltValue"; // can be any string
string hashAlgorithm = "SHALl"; // can be "MD5"

int passwordIterations = 2; // can be any number
string initVector = "@1B2c3D4e5F6g7H8"; // must be 16 bytes
int keySize = 256; // can be 192 or 128
Console.WriteLine (String.Format ("Plaintext : {0}", plainText));

string cipherText = RijndaelSimple.Encrypt (plainText,
passPhrase,
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saltValue,
hashAlgorithm,
passwordIterations,
initVector,
keySize);

Console.WritelLine (String.Format ("Encrypted : {0}", cipherText));

plainText = RijndaelSimple.Decrypt (cipherText,
passPhrase,
saltValue,
hashAlgorithm,
passwordIterations,
initVector,
keySize);

Console.WriteLine (String.Format ("Decrypted : {0}", plainText));
}

//
// END OF FILE
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<META HTTP-Equiv = “Expires” Content = “now”’>
<META HTTP-Equiv = “Pragma” Content = “no-cache”>
<META HTTP-Equiv = “Pragma” Content = “no-cache”>
</HEAD>

<BODY>
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Web Service-n Sw mapnab NP 992 .N1ORLNT MTIVD THO DY DOWNRNWND NT IWURD
DM .NYIVN HY MIORLIPTN NTIVAN DY DD WX Nmn Ty SOAP -0 nymin 9na Snw)

NET 72y WCF 5 ,WS Security -2 1w X WARD 10 Sy MY Mava 0ommn

XML Encryption -awnnwnb v v

quin Now aNn .o Yo &Y (CLEAR TEXT) mo) nixa nwHa mnay SOAP mynin
NINT NNPY W 1991, TPWNN NPIRY 19X 292 7PNNTINIRN NN

D27y ,MNNDID ,DOVNNYN NMNY 1N DY) DXIVNIO NOYA PPN 1TH IWNRD PNIVN2
NYTI MVUN DY DMIADN

IMyxNX SOAP-N myTn 101N Yv y1nn Nx Pasno a1 XML Encryption -n 91919
.MANT DOWAYT NYTINNN DYNDN DYPON D MR 1NN

WS -0 MR "9 y1n v
2109 0PNIWS -n v 0w yxad win UDDI naw mpan ,UDDI -n nawa ow» o
Web 1 n21n5 DXy mMAvn NN XN YR DMV MIDNND NPNPYIND IWAND NIn Yy

.(Endpoint) Service-

.UDDI nywa 1w y825 PR LW IDN MINPIDONRN Y9N NP0

-nomv bv API-n pwnn nx quin WSDL -n x2p 0019 \WSDL -n xp 0019 ©

MDY TPXPNON MIAN NN OININIVI GPIN 292 INNMY 09N Y5 7931 Web Services
NP SN OYIYN 2NN OIXNY PAIN NDOWND DN 5VY NIOY DIDID .WITIN VIPN
BanR)lYaly)

NP TNNY PAVNT IN DINIAPN NIIWN NNIA MY XNDIPD NWHN NMIRYIN NX DO v
2T 191N OXNNANY 1IONDY , NIVIN M

1M MMYHPR vV

Sy OOLNT NPINN YNID ¥ ,NNAYNN PIT2 NNY RD NYHA 92y IUN YT OO NTND o2

qwx SOAP my1in 1210 omnno mn by XML Signature 9190191 wnunwinb 1m0 .nyminn
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DNNDN DXPYN DINNY NN DY NT HHPIVINNA wHNWND 1N .N1N2Y Web service YN minbw)

Y2 NMAYNN TONNA NNYN XY MYTIND D XTHY mn Yy SOAP-n myTn 1910

0NN DIMPY o Vv

WS-5 nvian nx 9aph 97m web services-n >m v NX DDI9N IWUN PNPIYAND NV
SOAP -nYHTTP GET, HTTP POST : 0"%»710179 3 mysnNa

nwa Web Services may HTTP-POST -y HTTP-GET -2 navn nomn nx Yvav v

YN DODIPIVIIG TIT DOWIN WX NPHNINIVIO MOPNNI WO NY N Yy, Production

: DNV IVIAY NPNT VDD

<wehlervices>
<protocols:
<remove hame="HttpPost™ />
<remove hame="HttpGet™ />
<remove hnawe="Docuwmentation™ />
</protocolasx
</ webZ3ervices>

XML -3 vinrv

NoP NN IWann XML-1 vimdwn .no7yna MY 0°2337 P2 NNYPND Y955 NNIRD 118 XML-21 vhvn

1918 XML-2 wydwn ANt OY TN .01V X7 VNN DY MONNDN TN ,0°2759 P2 NNYPM NP DY INY
NDYNN SV YTINN NNVIANX DY MIOVN MY NPYI 1901 12N

XML -2 99990 .4.1.5

Non Printable oonn .4.1.5.1

DMWY ,non-printable oMmn Yonn y1na Y905 owpnn XML DOM-1 51905 »m»mnmnn 5y pon

YT DY NINT ONID 919 9N . XML-2 0P WOR ONNY NIPN2 DPIN NNTMNND 01 NY IN ND9D O¥)Y
2198 ON22 19N DIYAT IN DD PIOND NOIYNY DINNY TI2),VOPY NT NON DINN NDION
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TN oonn 4.1.5.2

Parsing-n nya nryad oo omwy (7 X > 10) XML-1 09yn 031n»n 0N nodn ,imT 19INA
,=,NNN MO, 0NN DN D) Attributes-a v wn nya 09N VYR NTIPI 932 OONNYL >/-) < DN
MK HOYNYA NPRMINND DN Parsing-a ynad omwy 1o

XML Injection .4.1.5.3

oY 9N N290 NN NOPNND DIDNMDN DMIPNI H2NY 915> XML Hv 0 1nyn ommn 9onn vipa vindw
- ©-TAG 125 ©WVITN DMNNN NX D¥INN THPN VYR INA 9NN ,NT NN NopnNa . XML npan

NPIIYAN MINSN MNIN MNONTH ONY 1NN > DY 10 XML-n nymin 7ina 090N o>-Attribute
S9N

:INAN NWpaa an - XML Tag npan

<XFer-Reqg>
<DestAccount>111111</DestAccount>
<SrcAccount>222222</SrcAccount>

</XFer-Req>

DY2YN NHN PNAVNN 90N NN ,(WANWNN YT SY 110) GO YN PHN PNIVNN 19010 DX NN NWPan
NN M990 MNINKBD NWIY YT Y 1P NWPIN (WHNWNRD NPT 29 9y, NWNN YT 9 1) o0 NN

UNNWNRNN Ny it oy XML-n

: XML 5S¢ £919°0 5500 Y2 Wiy N ,NINRAN NYPAN IR NI IUR VIR MOV 512 9PN Ny

<XFer-Req>
<DestAccount>111111</DestAccount>
<SrcAccount>333333</SrcAccount>
<DestAccount>111111</DestAccount>

<SrcAccount>222222</SrcAccount>

</XFer-Req>

-1 NTY DY NURIN YOIV ROX ,NIVNN 190N NN DID¥INN MTYN MY NN DMNYS ND¥IN NWpan nyd
92PN ,NMIA) M0 ,7PEPOIYIND STPNIND NIAYNIN NNV NPND 519 9pnn > By vowy SrcAccount
.DPYY DOIANM ,DINWNN NIV SV NYNIN Y9N NX DOM-nn

nwpaa mo Values-o 9 Attributes-o 010 DIIYN IWRD NYNINND ,INY N DOV ,NO0N NONT
: TINAN
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<XFer-Req DestAccount=111111 SrcAccount=222222 />

051D Y 22900 ,< IN > N0 0NN PN XML-n 1321 Y5 X OND AN RPN 9NN L9710 NIpna
: INAN NYPAN DX I8 TUN VYPN NN

<XFer-Req DestAccount=111111 SrcAccount=333333
SrcAccount=222222 />

DV NNDN MIONA TNY KDY NN DP 19IN DYIM ,MNPNRN PNAYN NN NNV 91D 99NN Nt NIPNa 2
XML Request-n man

XML -2 ¢im'w nya nnvaNn navns .4.1.6

: XML oy nay nya nmapy 1901 DY Tapno v 19N ©MN0N MApNNN PHNNY MmN dy

vop mp1a 4.1.6.1

,29NY) NAINNM VIPN ONR NXIN VIPN YD NTND NN DY DOVNPNWNRNND YINN VIPN DY MPITA TN YN v
np>1a ,printable 0yn oONMNN 53 D NNTNINN NPYTA ,DIRNHD NNV DXIDDN PI DIIN PNIAYN 1VDNY NP>T
(DT NPMIN/DMBDN DPNRY DN DIIMP KXY YD INTHIND

Attribute-a X9 Value-a vy .4.1.6.2

oy NP NV NVOY IWarN Mt 12T Attribute-> x5 XML-a1 Value-5 7mvd mnn v wpnwnnn vop
5w MAIVANN Yy Npn Attributes 112 vOpPN NPV XML-1 TN S8 XY 2N N VIP 12V 1OIND
XML Injection

Non Printable o»nY Encoding y1¥a .4.1.6.3

NP NVIVEN TN .DIYN Yv Encoding y¥as v printable oyxw oonmna vimow v 12 npn o

Encoding-n »o nx 1w Tag-n bv Attribute .Base64 Encoding mysnxa xon Encoding-n yixab
RPN TN OT DY MY TNSD

wpnwn vop Yy Encoding wwya .4.1.6.4

1> XML Injection Sw asn ynnd mn by ,y1nn Sv Encoding yxadb v ,wnnwnnmn vop nvuop nya
ynab Mwy o9, XML npatn v nyn mvan Base64 Encoding-a vimow — 595 .nnwNan XoNTh
NN VIPIVY L (MNIRNN MPITA MYYNNI) NVIND MIVINR NNMP DN DMIPNIA L)D0 .0 TYN MINMIPA

29N oNN My (&lt;, &gt;) HTML »»i1 Encoding-a wnnwnb ynv ,non-printable onw oomn %on
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DOS moapnn nysm

7D vy WEB nyspYaxna mxey mapnn 0 (DoS — Denial of Service) mw ny»n mapnn
T PYN NOPNN MIVIN DXNXY NI HY DIYYNN 190N VIPIY I3, NINT DY .DM1IA PHNNY

TTMNND NN DY VIPIY YWY MNNNNN SYNNNI NIIYNI MDY NYINS D1NND MDD TUNX NPYIN NNON oD
SN

/O 299 wrw .4.1.7

Y95 7521 /O -2 910 vindwh D1 DD DYMIIN KXY DNOWP DN X MNTY nnn ,DB »wisn
:N2N 19N 1/O -2 97 windwa Havd v DN YMYNVYN 191N

J/O »arwn Hw N7 Mnd TINNY DTN DIWNNYND P IVARD V> e

SV 91> NDHRYNY MBI KD M) MNYOY XTNDY M) M2 Hv /O mya by nyawn nmo v e
.DNOYP DIND

Tayna 99 vy .4.1.8

995 NOIYN DY MINT NNIAYNY DINY D91 DOVDVVD DN NPAN NINTY D NAINN NOPOY NPIND
DIVAND PN NN DNNND NMIVY MININ MW .DMINK DIVNHNYN

STAYNN DY 29 DIN) DOWITN DIDONNA VINIY DOWIIN DIVNNVND DI IVIRD Y e

PVITIVO MY 7Y TAYNI VIYW N PITAO W @

o unnun N’y .4.1.9

20y RIN MINRID DYPN IPN DT PN TWURD TR ,YTN NNVIND 2IVN PN XIN DOWNNUNRN RO PNIIN

DYP 2y MIYY ¥ NN DY NYIY IN) YN 1D .Nownn Sy DOS napnnd om»nTy 09 wnvd
: DYNIAN 05N

NNO IN) VINID DOVUPN DOVNNYND MNYI YIDY GIDND ¥ -MNXNDD) DVUNNYN NPPTH e

mMnv Sv enumeration y¥a5 "7t DN Y NYPOY 12T (DNRNYA DPMNY NN N DOWHNUNRY
.DOVNNYNN

30 — 15 5 9NND HYND) AN JIT INKD DOVNRNWNRN MNIYN MDY DY OUMDIN NINYD IRTO ¥ e
AMpT

(NPT SwNY) I¥P P P9 ToNN2 TR YHNYNN N WY [P mainsd navd nwn owond v e
NOIWNN IOMIND YT 19IN T DY WINNID
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FLOW %y hvmv

DY2Y1N DW»Y 7711 XN Flow .noaynn Sv Flow -5 12y maown vy y1n 5975 9ayn v Noyn Y02

D9 DY .SEeSsSIoN -1 NN T2 MWD TN WNNWNN XM 12w a8nn .10 -Web myprvana o»poy
ANNDN NN YDTYD N0 NITT WHNWHAY NINY WY 1OV VNNWND T2 P9 VRNYND 280 X NDYD PR IDIN)

D YY) ,SESSION -2 1IWINY 2N WHRNWND 28N ,TYNNA .DOPOYN NPMNN IR MTHINY MY ¥y
Swnb 2N Session -n NN NPy
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TAVNA YINIYA 9UN NNV MNIPYN DIYM.D
MINAN

nTPn

MNIIN TIVNL YIDOYW DY) DN NPIPPYN MNDN MI0I YyTHN DNVIX MNIPY DIW1D DIWIT 1N
:NET.

Strong Name Assemblies .5.1.1

: D9OPT YNNY T oNMN OINNY v Assemblies -n Yv s amipn yava

: SN Y9910 NITYa NNONN NN DINY

SN —k keypair.snk

D220 7NN PON NIYINY NINTI W NIPN NN INND

922X NN9N DIINY

SN —p keypair.snk public.snk

: YNIND VPN NNINN DY

Imports System.Reflection
<Assembly: AssemblyDelaysSignAttributes(true)>
<Assembly: AssemblyKeyFileAttribute(“C:\Keys\keypair.snk”)>

: 190N NDIHNN

SN —R assemblyname.dll keypair.snk

: THTPNN 12220 NNITN YINND TPHNIVIN NINN YN¥IY MIVIN W)

SN —-Vr assemblyname.dll

Assembly -2 mxwan .5.1.2

NN 25¢O 1NN TO TP DX NYa MNvIN PN awarn Common Language Runtime -n naao
95 912y NNVIYY TPHRIT NITHN NMINYIN NN Y9190 ,(DAC Prya) NHYON MDY YW NNLIAND PN
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MIXYIND N .Tpn M2y RBAC nna o) wonwnd 1non .aown nnvax N8 Assembly
: VP92 MNIAN MITHNN NN YNID TWINND

Assembly n y¥anw mvys Mmay mxwan nwpa — Request

NPONDIPHD MNRYIN WPIAD NDNM .NMIN WiPad TN NI NDYINN NOIYN D10 DWW Y8 wipan Tipn IUND
.YAD 9180 Y113 T NDIWAD MIVATIN

:NOYTD

<Assembly: FilelOPermission(SecurityAction.RequestMinimum, Read =
@’ C:\files\log.txt)>

a8y 191N MNYIN Mvon — Refuse

YND2 MVIVAL LPMIAN NN GNYD NDY PP NIPY NIPNA T2 .VPNIA TNX DN PRY MIKRYIN DTHIND W
22U TP NN

NONT

<Assembly: FilelOPermission(SecurityAction.RequestRefuse,
Unrestricted=true>

PNY91 Y MNWIN N7 — Optional
(ONPTY92 D) X1V 512 TIPN IMDI) NPNION PRY TIPN N2Y MNYIN ¥PAD 1NN

NONT

<Assembly: FilelOPermission(SecurityAction.RequestOptional, Unrestricted =
true>

791 yann MrwIN nwrat— Demand

121 999NV 921 NN PN ,MINNDN MINYIN WITTY IRWI XN INK TP 27y Syan (Assembly) 1ipn wxo
NI TIPN TN NIND MINYIN NYYA POV NYWIvn 9o

NONT

<Assembly: FilelOPermission (SecurityAction.Demand, Read =
@’ C:\files\log.txt)>

;XY I NONT
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New FilelOPermission (FilelOPermissionAccess.Read,
@’c:\files\Log.txt”).Demand()

1293 9N DIyann v mNwIn npr7a — Link Demand

NONT

<PasswordPermission(SecurityAction.LinkDemand, Unrestricted=true)>

m>») Mpr1a (Remoting) oxawnn 1901 Yy N1 Mmwnnwnn M wna — Remoting Demands
.N9ONY TIPN NN MNRWIN NP> T2 Han . maond XY (Demand,LinkDemand)

791 Pyany 595 7972 MMDNY MY M Jwany — Assert

v TIPOY M9 YD 19 AWaND 19 Ay Assembly 1 9190 mndIRNND MIRWAN TIPN D909 PR IWUND
AON INVAN

NONT

New FilelOPermission (FilelOPermissionAccess.AllAccess,
@’ c:\files\Log.txt").Assert()

Assert -n %vr

ADOYN DINA PN IMN HVIY YW 195  ASSErt 7NNN R¥NY YNRNYNNIY YITN NN DIPNY DNNXD ¥

NONT

CodeAccessPermission.RevertAssert()

Assert -a 195 vinry

T9Y, 1PN HY DYINN NIVIY DI DY MINYIN NPYTA YNID NPYOaN NN N2 Assert -2 vindw nya
127 P NYIVIN NN N2 WHRNYNIDY IT MIYIND VINOWIA INVND W 1D DY MIVAR DNVIN NXIAD NN
.DI”NY
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VP91 Yo MNYAN Ny — Deny

POYNN MNYIN VINY TIPN DX PTHND 1)

NONT

New FilelOPermission (FilelOPermissionAccess.AllAccess,
“c:\files\log.txt).Deny()

YPON 29Y MNWYIN

NNY Y825 N attribute ny N 1Y IR MY 1) .RBAC — D1pan 0D1an MIRYAN 1IN wHnd 1

Y7 Yo

[PrincipalPermission(SecurityAction.Demand, Role="Manager")]
N
permCheck = new PrincipalPermission(null, "Manager")

permCheck.Demand()

: DNON PPANY VN TIPN DI¥91 DNN 1120 1)

IPrincipal.IsinRole("Manager")

<authorization>
<allow roles="Manager"/>
<deny roles="?"/>

</authorization>

- attribute 7N N

Partial Trust Assemblies .5.1.3

VPN DY NHYINN YININD ¥ .VITOVPNRIN TIP DI TIT2,XDN NN DD RO TP NXIN MOPON ML TP
: Nan Attribute -0 NN 90IND W INAIND NN IWAND T )T TPNIND WY Y 1T TPPON SNNn TP o7y

<Assembly: AllowPartiallyTrustedCallers>
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Unmanaged Code .5.1.4

DLVPMS o TP oavmn Net Platform a2 oownnwnn (Assemblies) Tip >vp»1ad T
IUND NOIWYNI OXIARWNN DY YHIND 91D MO TP .DWDNNN R DXIAYN) MINK NNV DOVNHNYNY
Y 71992 PR IYND L9952 DN N TIPA WNNWND KD MNT NIV TP HMNND XN NPINRINIPND NN

:Attribute DTN 7Y YN TIP IWIRD 11 .DMDNNN DXVPMAIN YN KON TIPN NN )I0YD

<SecurityPermission (SecurityAction.Assert, UnmanagedCode=true)>

avn 5.1.5

NPYA DY MAVAN YNNY 1O NHIN DIYNNN DN 22N ¥ TP WHNWY DININN DY NOUDY PR IWUND

NNN2 NYNNN NN 9I2NY 10 MRV Ko XY 9190 8 Protected -5 91Ny y1n novwn 1o NNLaN
:MINAN DIV

(NotInheritable -2 w1ow 7y 8PYTY) — NWNINYD 11 YN0 LPMAIRN DY NN @

MXYIN NOYa Nrnd Na»n 3apn TheClass -n nwad »15 NNAN NONT2 — DIOYan 29D NYN e
: Environment ynon

<EnvironmentPermission (SecurityAction.InhertianceDemand,
UnmanagedCode=true)>

Public Class TheClass...

MINYIN D WY 591 13 NONT2 — NPOXIVY NVIPNAD MYIT) MIRVIN PTHND ) e
: SetKey nmoxpnoan nx vnnd 915> PrivateKeyPermissions

<PrivateKeyPermissions (SecurityAction.InhertianceDemand,
UnmanagedCode=true)>

Public virtual void SetKey (byte[] key)...

995N 9% nYaxn .5.1.6

NOINNN 295 MIPY Nwnn NIX DNY qwar (Strong Name Assemblies) oyminn ovp»1on IwNd
RIANY

<StringNameldentityPermission (SecurityAction.LinkDemand, PublikKey="...... ”)>
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Serialization .5.1.7

1) (VP»IND dump DXWIYWd NHPNTY) DN YN IR 0aWIN Serialization -1 oowpnwnYy TP PN
: DOYNN TIPNN MNIRNND MRYIN WINTY >75 Attribute-a 91ynd

<SecurityPermission (SecurityAction.Demand, SerializationFormatter=true>

MV XY 99In Deserialization .5.1.8

AV MPNI 2Wn) WNRY NPnn Deserialization yyas px

Isolated Storage .5.1.9

(DMINX VY9 VP HY¥NNY) DXXAP DIPNA (Isolated Storage) TTan NONN 1IN WHNWNT NP DINYY
T vPMID , Domain wnnwn *ab mxwn NN wann Isolated Storage 1

;MY NPIPIVON NN NPNY N1 POX NwHnw Isolated Storage -0 XoT 1onY

Dim isoFile As IsolatedStorageFile = IsolatedStorageFile.GetStore
(IsolatedStorageScope.User Or IsolatedStorageScope.Assdembly, Nothing,
Nothing)

Custom Errors.5.1.10

Clients 1ayw 75 .70 MINPIDOND NX DINMINWI IRINN NNNIWD NYTIN AR MNID 11 DTN NPI2D
:customeErrors nTwn Sw M»w o7y N AN NNWY 11 TN .1PYYD NROIY NYTIN NN OXPMIN

<configuration>
<system.web>

<customErrors>

mode="RemoteOnly”

</customErrors>
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</system.web>

</configuration>

QUMY M9%Y 791 ,MF TONID NNYY DINNW N MINHN NDIADN TIPN NN THNN2 017 DIPN3

mn Yy On -1 3% Remote Only -2 1t nTww XY v )0 Yy .MUV IROY MYTIN NNPN WHNWNd
LT 2NN VINY

ANRNYH MYNIN V1920 IMNNN.5.1.11

NYYON NNXNI VPN TUND ,NONTD .TISYI P MDA MLNMNN MNNYD MYTINY XTNY ¥
.T252 1YH55 NYTIN DTN W Releasen 15wa Xinwd X MV Man myhin 097115 10 debug

Net v n199v9%9pn Mr499.5.1.12

NONTY CNet Yy MVITIVD N0 WHRNYND STNWNYD W .MAND 391N YV SNNNY MIMAN WINY v
.System.Security.Cryptography

FXCop.exe.5.1.13

TIP IN PINDY MIWOND IWN (WWW.gotdotnet.com -1 0»n »wnY 1) I MINNI WHNWNY \9mmn
TIP2 MNP NNVAN NPYA N MiICrosoft S ynRn NNVIX NPPTHN MPIN NN VPN

ASP.NET-5 orwy+

w9 ¥ n ponn.5.1.14

NIND : PO DIYINT NN MNN) DNDNND Y95 TI72 OXMONN 0N MMPN 190N ow> ASP.NET 2
YA DN NOIVY NIN DIWNT NIINN MM DY NNVLIIND YN NPV, NINT DY .DMININ DYDY NIANNNN
9N NIMIPNRD DY DAPY MTT DN DTN NN NNVIN

: TN 221N DMINIY DXNIINN HH5 7772 DN DNV MNMIPH
Web.Configyayp e
0N NNYN e
OOPLVOINIP e

JPNPDAND TIP TINA MOYP 1IN TP @
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NNDYON NX NYDION NMIANNN NHINK : D DIWNT NNNN MINI XIND X9 >T ASP nysprvana : nnnH

595 7972 .(Clear Text) n»bY) N8 NNLAINRD >NY2 NN global.asa ¥11pa o WIN DMMN Doad
T2 NN TIP YOP RINNDD A0

Sub Application_OnStart
Application("Connl_ConnectionString™) = _

"Provider=SQLOLEDB.1;UID=sa;PWD=pass;Initial Catalog=src;Data
Source=localhost;"

End Sub

51 I YN N1 9951 global.asa x2ph nw Hapr AWK DI D35 WD PN DR NAVIN 1T NNDY NN
P2 DXPPON NTION NPNY NN 97972) DN ©DDAD NNDION PN NYTY MNIN XPNT IND TUN NOIYN
AMXMN NIV TPNPIZINN NDMI DY IRINKD DIND 127 OMNMN OO0 DN

) 99D VYNNI N TN NN OIPN 991N TN AP 1PINA YN NN I JONND NININ TN THN DIPN PN
JPNPIDIND TINA NOYP 19INI WX DINVN TTIPY NOW XONIN

DXNNANY IWARN MY 2o .(Tracing) Mmpnnn XM ASP.NET 2 qouw panna axwn P2 N8 NN
913> ASP.NET 2981 v 5ya 9pin 991 97 Y5 May MINPIYOND NNI2 MIVY Y DRN NN MpPnnng

MIVAN Yo 1 KXY T Web.Config x211pa N3N 27y 1 NMYAR DIDNY XD .NT YR 99w Mmoo
GTY Y72 0T PIANN TN MNID 19IND DIDNDN DT PTHIND MIVAN MY NN VINI IPINI N
TTIPO N2 XD 199 GPIND Wy 0NN X020 MIANNNN DY YTNN NXIND NI YDOVPIVIN YT Hy3

NIINNND MITIN 7Y NIV YN trace MIVINI WHRNWNY PR XM SNV ,JD 1D 7PXPIIONI Y YN
(Web.Config) n>wnn bv nmsnn sxapa

2 U YN DY NPNY RYNA PNYYN ORI NYY” 1PN POND
(Application Variables) no7yn »nwna vx1 ¥y 10 YONRID HNY ¥ e

IUN NN NONNY XImImY MNpYaxn Tpa (Hard Coded) nnowp n7isa vl y1n Mned P e

77 (Registry, Database, Active Directory :113) NONXN DIPR Yy MRYIN NITIN IWONND
9% 19N

D101 DXOITIVDL VDY TIN T202 MAXIN NN (MNRNDD PND) DX NINXN MN) MY @
.MAND DY DYPIN DINNININI VINOYW TIN NNVIANX DY DXNDINI

: DYNIN NMNINNNI TANI WHNWND DN DOWNIN NINSND OINNI NN NVIARY MNDY e
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PN YIDY TIN NIVN YY Registry 2 I 178NN 812 DOWININ DNMN YV 1PNV o
9NN NNONA TNY RIY MAxNNN MXa 7NN Microsoft v DPAPI

MM NX PANNY 1IN Oy 12 widwy DPAPI mysnxa Registry 2 masnn nnon Y npvny o

maxn nyava vy 7in (Web.Config 2 Swnb) nmsnn 8apa oownIn nNsnn

w Tripple-DES :y139) 0»0mv0o masn »mnnonay CryptoAPI »on nyvimoo
(AES

NN DMNYI 12 DIPHNY DY) MRV DTIND NOMN DMPNN NV D WHYTIY ¥ DN
DIV NN NN TPNPIDIND WHRNWNY P DXWININ

xan a2 Web.Config 1 n7snn ¥21p2 0mn 97015 MHannnm DHYINKD DX WY 1) nnTo
: 9999 1701NY MVLIYNN NNN MYNNNI NI NIANNNN NIND IUND

<appSettings>

<add key="ConnectionString" value="(your encrypted connection string)"
/>

</appSettings>
: T2 IRIN TPXPIDAND TINN N3 YR WD IN)
string connstring = ConfigurationSettings.AppSettings['ConnectionString"];

MNWNN YV 193190 TN NN IWRICONNSEIING DNPININI SYNNN NMYNNND NIV v
) v nwwd Ywr MmasnnDPAPI, TrippleDES. (nmy1o

(Authentication) m’x.5.1.15

: DIV MONONMIN NWIDWA pPNany 1) ASP.NET a
(Windows Authentication) m»on ooun nyox e
(Passport) V19D MPY DDIAN NN ®
(Forms Authentication) 0osv DD NN ®

SY MNAVND VITVIND NIYY NNNNN MYPL DY NN IWaNY NN WIindows opian nidx nvn

INOM 2119 NYI NMAVN WY NN SWHRNWNY IUNRI 1T 100 NN v Windows n1>a0a oownnwn
NN YTV N2Y MOIWVNY IN VITVIN MIIWVNY NN

DNONIND TYUN DIPNINNDDIDY DXVNNYN MNY YW 11591 JONN DY XN Passport Sy nidnn 1n
oY MNaN NOIYA WHNYND DOWATI DT NN DIM YR NPSPIVON NN .UNOIPMI dNIVA
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MR Y Passport mmwn Hapn XN MK YY1 PINY WA wnnwnn 1t nuva .Passport SDK
TNNY T2Y2 NP 92D D) VNN DY MPNTI MON RN 1351970 TINNI WY 2D PIXD ¥ .1T MDY 5N
T INNA WHNNWND DN XD 22N Y 1991 DMV PO XD TIN INNINDY 9PN Mt

nwyy ASP.NET 2y widdwm 037010 125202 19 191 NTH DM AUN 1IN NI DDV DD NN

1783 NrN N NN Web.Config n Y2192 7n9 v . any nLINKDY awny XM TR 1N 1Y N8a
: NN

<configuration>
<system.web>
<authentication mode="Forms” />
</system.web>

</configuration>

DMNNNA VNNWNY I XYY MISPIYAND DD 2D N IT 1IN NIDRD 1I9IN NN DXPTHIN JUND M PIYd
PNPIDAND NMIND MNDIN HY DONY

(Authorization) mnw4n.5.1.16

ANWNY DYDY ORYI YUPaNn DRNY : YPann YW NINYIN 21TA0 W NYPaN Ypan d2)0 MNIN NUYIY INND
y ACL/File Authorization : mxwan 93709 02001 2 P2 pnand yn ASP.INET a2 71wpan i imix
.URL Authorization

5N DY NI DXNAP MNYIN Dwa o) W1 (Access List Authorization ) -ACL/File Authorization
NINN DOWNNVN TWRI DT PN WHNYAD NN .DINIPY MDINNND NINYIN 1NN 7Y NMINYND NIIYHD NN
DMON SY MNIND

ASP.NET 7y m58308p1910 711992 5000 1Ot pan ,01pn paannn nnva -URL Authorization

NN PNINN DOVHNWN TWRD N 1IN wonwnd N \Web.Config n x21pa mxwan M990 7y 31
.DY02VN DYIAN

DINNIND DIVUNNYN MNN YN nvap.5.1.17

N Ny WNR HTTP nwpa 955 .nwpan o mmir yn apd API 2 viow »y qwann ASP.NET
LUNNUYNN DY DIMINNDD NN NOVY NN DY VPN W sy HitpContext non VPPN TP
IN NMON MR Dwnnwn Iwrd Page.Context.User :5x nnab yn (Page) 91 7inn oy
MNPNS v 1Y VP»IRY .GenericPrincipal »on xn NNy WindowsPrincipal »0n X0 Nt vp»1Ix
NN YN DONYIN DOWNRNYNN NXIAPY POV NOINNDND wunwnn ORN NpTa AwN ISInRole nxapn
1720 oY) o (User Groups) oownnwn niap Nwynd on mXiapn mnon NN XONTY .nDyan

:90 Mipa wnnwno v ASP.NET 2 1pn 7inmn nninn vnnwnn oxn

NINNMAN TVN o"n7a YT’ NNLVAX '7M



343

> 4

IR

NN 0 T

e

A%

NINLAIXA NIDIYN NIN'D 701

If (User.ldentity.IsAuthenticated) {

[l "IN wHNWNN

MNYIN NODIan nvan.5.1.18

NMY DVNHNWYN MXIAPA NINID I TYURD NMINYIN NI DNVINX NNVPVLIIIN AT NN MNON NIIWN
NN P2 AR ASP.NET 2 7 21159 T80 D .nINWAN NXIAPY NOITO

void StartTheMachinery() {
IPrincipal p = Thread.CurrentPrincipal;
if ('p.IsInRole("Supervisors")) {
string msg = "Only supervisors may " +
"start the machinery";
throw new SecurityException(msg);

}

/I really start the machinery...

{

SY M1 N2 VIDY .NPYTAN TP NN NN WY on (Imperative) non1on NpdTa NXIPI 1w NpdTa
THININSN NPT IRIPI N NPATA NI WY TIT .DD0N DOWNIN DY DIPNI P Y8 ¥ NpdTa

NON ,TIPA W90 19INA NPXTAN DR CTTIPY RO NN NMOM Ny MmN X0 nwvw (Declarative)
:NOIYTD DY PINNY

[PrincipalPermission(SecurityAction.Demand,
Role="Supervisors")]
void StartTheMachinery() {

/I if we make it here,

/ really start the machinery...

N2 NPYNNN NN DY THPNINKN NN TIP DY PNY 1N WA NNVIAN NN NN INT CLR 1 o nxa
:NONTY PPN NN P

NINNMAN TVN o"n7a YT’ NNLVAX '7M



N ol
%Y?
¥ g
N
R

S are 4

NN 0 T

NINLAIXA NIDIYN NIN'D 701

[PrincipalPermission(SecurityAction.Demand,
Authenticated=true)]
public class Foo {
public void Bar() { // caller MUST be authenticated
}
public static void Quux() {
/I caller MUST be authenticated

: NONTY DY DTN DY MNRWIND NP> Ta IR wond 03 10 ASP.N

<% @page language="c#'
inherits='Foo' src='f00.cs'%>

<h1>If you see this you must be a Supervisor</h1>

ETa

: TPNINSM NPT WY NWYI 12V NP1 PRIyNn NN FOO Npnnm »MnNmD Tipn TR

[PrincipalPermission(SecurityAction.Demand,

Role="Supervisors")]

public class Foo : System.Web.Ul.Page { // ... }

DTN 17902 ONITHN 7Y DT DY YW LY NrYINN MP> T2 nx Web.Config n x2pa »71ind o)y
:ININ NN 1 0% Web.Config n x2p nymm

<configuration>
<system.web>
<authorization>
<allow roles='Supervisors'/>
<deny users="'/>

</authorization>

NINNMAN TVN o"n7a YT’ NNLVAX '7M
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</system.web>

</configuration>
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Y1913 NNVAN MIMN .6

MMTPN

TPNVITION NIV : NOIWNN MAOWN NNX DI 19D MNMDN NPND MDY MMSPIIIND NN DY MOPNN

MYSNNI) PNPIYONN N2V L(MIWNN Sv wounwnn >pwnna w Web-n »mv Sy mapnn mysnxa)
NOXIND NIVAY MIAPNN >T> HY) DINNIN NIV 5Y) (TIYY MY XA 5Y MON PPYY MOINNH MAPNN
(DIN12 OMPY YIS IN OMNMN PD0IN NOPWINN MND NN YN

NDY N2 OMPON MNMVN NPNY MDY MOIWNN TWR ONPN DY DIMND 19010 DXONIN DININ DIIYDA
:NV2IND JDIND NWY KD TIPN NN OHIRNNN NNVIARN IYNNN YOPI

NNPH MNPV NI MAPYI MNT NIN)

D) ,VINNY NYP NHDD — MY ,NYON NMIDN TPNPIYOND IN ININT NINDDYON NPT NTPNa
N>INY 9197 Y9N 9PN .IYIN MNTINN DYa NN ,NP0N MYPA NXI9 1PDN ANV NNVINNDT MMSPIIIND
MINNNYY NOIWNY 192 152,00V DAY WMDY MDY N, MNNDD NAYY YTYN WX D95

.DMINN DOWNNYNY

(SQL INJECTION) n93v18 mnosny npawn

N DN P2 MDY NNT NYSIN NN ON P2 ,00N) DID2 ONX MINPIDAND NN MINRDT Y10 MIND TNND
T2 . SQL now mysnNa y8anm oMmn ©X02 510 WP .DONNND TPNPYON NIV TIT NINT NYNIN

DY ,WIDNI NHIIND L) WNHNWNNN DN IUN DNIVNIS D) Y95 T171 ©yHLV SQL -N MnY»rY
YNID DIIDN DIPNA DAPINN DN 105N DMVNIIN DY NNIMNND 1732 XT DY (..NPDYD) VHINWN

.DIMN D022 NPPIN NY MNDNY

PARAMETER TAMPERING

NN DMORY DXOVPMIND IN DOWNRNWNN YINY VIP RITI-INRND IRNIND NN M1 YN NNVIN NPYI

y¥aY 1Y qwany qwN (Parameter Tampering) 0vni192 MY Y819 9PIND AWARNDD 12T DXPWHNNN
DRNNA .D2PY DN NNY NNY DIXRN XD NINY T VIPN NN NNV D10 9PIN NN DY NINY MOPNN
NNIAYNN SNN OMY DPY DND 9GPINN 21D ,NT VIPI YNNWNHY MPNIDN NPINXIVIPNNN NIIWND
DOYNIN NN DIHNDN DIPNA .NIIWNN DY NINDN MOLINYNL NDIY MYINN YNDI MV NN TIT ,NOWNHN
NN MYSANNDY MPITI NPPYY MOPA 915 9pny Navna nnpb »van Client -n nnaa vopPn Sy Mpr1a

(Clienty mpbn
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DENIAL OF SERVICE - m9v nyomn

NYIN Y NNOY NN MaAVNY NKw Nopnn NN (DOS — Denial of Service) maw ny»n napnn
TN DXARWYND DY OVMIP DI NI 7Y NYSIANND MY NOPNN 0NN PINN IR NIIWNN SWNNYN DN MDY

. WY 2ANWN) TIYN SANWN ,MWYP POYT 3NN )N 2ARWN NPNY D91 DXANWNN .NIWN
MNYID DN

VEPOANI MYPN NNVIARD NPYD NNX NN OND MIMND MXYINDND NIND DOVNHNYN DY NN
MXYIN MNP SvND 75 .0°2>57 19010 N2 DANNYN) NN NN PXPIYON Y DY MINWVIND NIIWYN
NN MNYIN PY .NHYONN NN DY DXARWNDI DINIPY NYIIN DY NPNINK YN NYYINN NOIYN NNI2
DOVNNYN DY MINYIN PY DINMN DIDI DIVPMIINY NINDIVY NYNN DY NPRINK IWN DN D0

DY MVYD WNNWNRD D1 DYND 0YDO0NN YN MPTHIN TWUN MSPIYIND NNnIa

NIND WO NY DUNNYNY TIO MINIT IUN NNNX NIIWND 92NNNY MDA YO IRYAND MdWN 9o
INYIN MOIYN Pa 25WH Hp NOW NN NMIPIYN 1OYAN NIV D1 1Ay DY 25w Y51 DndY NINWYININ
NP2 MANT MNRYINA DI 7772 DNMN DIDIAD DINAPN NIIWND NUIM) MISPIOND HWND 10 .ON
DNNIN DYDY IN DINAPN NOIWND NWID 5130 NIN MINPIYANI NNNDN N80 D8I NIDSN vHRnvnm NNl

YT MOPYY DYV DY MNY MWD DV Y819

(DMHN NAOV ,NPPOYN NPINYN NAOY ,PNVITION NAOY) MAOVN YD1 DVWN NPNY TN MINYIND NN
P YNNYNNY DONNDN N MDD NPSPIDONI .71 INVITION NIV NT NN MNYONY NPSPIIIN W
SN DY DINYIP PYND DID1D DMNITT DOWNNYN DN TN NNSNA YDPYW DININIOM DXNIWPN DY XN

3 NN PN DX MOPA NPYY T NIIWNN Y NDY 2

YN DY NOPN KD INK 0N O DY HHD TIT2 NMIDN IININY DXIINN TAX DIV NTIYN DIY )9 1D
OPNN N29H92) DN DD OVIN DY NMION DMNNIN DD DXNNMN 90N YT DY NNMIN MINPIVIND
.N25VWY N2V P2 72¥102 MXI NN D1 OININN DI PA 9NN WP

MIXNMNP MNYO

TINYNN I8N 1 YNHND MDD MMSNVANP MYV .NMYP INVIN NPYI NN MDY IXNNINP NMIYL
D0 1N NAPNN TONNA TV MININ 1DON DXNIONNN NI NNNY PRI YN (WEB nw : nnxvh)
YN 1IN DY 2357 IMNX DY PSP MITHNA OMPOY I DTN NI NVRSNPMNP I¥ID D9PIND

N99YN2 MNY NPNTY MO

DEBUG 018918 791999908 mny4”/

PRPNNN MNDT? PRYND DXNMDNNN DMIYID D0 ,NIDNON MNTY MIIYN DY TIPN NN TONN Nya
AVORD IN,NITIDN MNTIN YIX XYY NOIYNI NINY MTIPIY N DNY Iward Mo qwx (Backdoors)
DXNOW DMDN DNIPNI .DOWNNYNY IWIND NNNN NI NIOIWNNY N/NIDN NPINIVIPND Y815 OND
Y0 09XID 515> DMNX N2 YN MINTT DN TONNN PO IVON NPNNNRD MNDTN NN PONY OINMONNN
TIP 92 DY MPrTa YNIZ ¥ 1991 NPNTT MMD TINH PIONNI NPNINND MNITH MIRYIN ,DINN DIPN2
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N9 qwany Mmooy qwx DEBUG nyvan N 71nP7nx mnoT” 12 PRY INAD) N8MY 1nayn »ad
OY MLONYN IN NOIYNI

BUFFER OVERFLOW

DOXNNI YW MINT NONRDY 5952 DM YW 87 PONRY NXPN awnnn NI My X0 (Buffer) ysin
9772 .19) NNYPN MYTIN D8P VP MMV, 0NN MIIIND 57T NI {XIN INWIN DN ND VLI
DIPNA . TYN NP OX (NNYPN ,POXT ,NTOPN) VYPN NTIPIN TIT2 DMNMN NPHYD XIND WHWN
717320 19IN NNIYNID) W XON TaY N20N . TIYN NTIPIY TY DINNIN 190N T1T VOPN NN 987 12y D1

MDY NIDIN NMDIWN HYW MY TIIN

DYDY TN DTN YV NN NSINAY PPN A5 29910 DINNI TN XN YN NIAMD 132INN 12 28N N NYID)
MINN TN DINYNIN DIRNN NN DXONT) XXINT IND IN DTV DIMNMN DIWIIN 1T NI IRNINOY M1
O NN

GPINNY INKD .NYID) THID DXPTA) DPNX VOPN IMNNIN IDON MDID WIATI NIIWNN IR NPNY 1INYNN 0N
IN) YD) NINOY YTD VOPN NPND TIN TIN DN WNID NI MYYD 9NNV 95 NPNMYAN NTIPIN DX DY
NNDID MOVY ,ONPNY WP NIY ,MIDINND 122910 TANX D32 DMK DXID ¥ TO M MPNOvI wHnwno

W) Nyl

IN NYYANN NIIVN PNIPY 1IN TN DX2ADNN MNNN 22> 0N MIYID) NIRNNNY INN2 DX TYINN DX
DY ONOV DY NVIYA NI YN NNDINA DYDY NPYID NN MY MY 1D 1D .0 NNYPN YMPY
D) INPND M MLV OIN [, NYOD) NPYI MINYNN DN DMI0MN TPAVYNN 2307 TN INOV
15N VINNA LD 1D SWIDY TX 7Y ININT NAY INTAY NPXPIVAN IN MISY 1NIND INMOY NPSPIYINI
.(72y2 NYND NYYa WInn ,Nwynd) avnnn Yy BIOS -1 2°57 15 9Ny 0»0roa 01091 YD) Nvya

.NDYNN DY VONYND IN NIIYNN ML YNAD GPIND T2 IWIRD NI DINNIN NYID)

FLOW BYPASS - 5oy narpy

P00 M DY 1INY NYN DYDY .DXADY 190NN DIADINNN DIIHNN D DIIMP ,NPPOYN NPINYN N5V
N PPYIY MDD NN ,NT N0N PN TN AN NPMNND MOPNNNN NNX .NTIAY TONN wHnwnd
NN PIAYN NNPND TOIN NN TID NIV NONT .NIIWYN2 PINN NINN DNY TWN DXIONNM NPININ
NPY2 NP PNTY YHNWA .PNIYNI IRIYND NN NWIN IWM NIYND 2N NTHPN NYRIN : DXIDY 19010
TONNN TINND ONON 2OV DY NOXT IN,MPY PINK XA PONND NI PRIYRD NNON NN TONN NN
2V D TO NOYD XOY PONNN DY NND) NN RTNDY NONRD DIANN YNND DI NN NNN ,)OY .NTON

.00V

NPYPITAN HY NNVAIND NI N9

PON .NNY IXPOYIND TPYY TPNYNT MYPN IN TPIPIYANI DY DN IRXIND MY NPNPIYIN
YT TN, TPON I MINID 519D N1 NN .NDAN NIIWNN TYND P MAYN) NIIYN DY NNVIARD NPYIN
ININNY N0Y NIIWNN NI NYA .D>TPINN 15 DINKR OXPIN DXTPONND NI NIIYNI DIINDN DIPONY T
NID NIM) NN TN INYIND NTAW MIPN YTHIN NNVIN DY TIRINKD NHNNDN NPINIVIPN 1AW 28N

. MVMAN NNNY MYTIN TN 7Y NIIYNN DY NNVPVIIIND DR NPIVND ND1DY NI 19 19D .NNINI NNVIN
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(MAN IN THE MIDDLE) n95aynn vy

D19 XY AWK DY) NNYPN 1237 TIT 99D 7T NI DNV NN SPWNNI ITIN P2 YTHRN NNIYN
DOWNNN DINNNN DY Y9V TN NI YN DY MIANT NNMPNN XD DTN, NNYPNN 22909 o2 . nnvuowa
P2 MOIWNN P2 DNWN ONMO) NNYPNN THND OIPINND OMMY DN DY DD NP Y1)
NIYY NNYTN NINNND NIV DXPND D910 DN DMN 1D 1D INNYY IN YNNI NN 20D ONYY DDY1INN
NIVYN OX IR TIT2 DIWN WY YN IR MNTIN 019 0 70 (Phishing Attack xapaw nn) »ipnn

NNNN

INPIVINS NN

NN MYSINNY MPITA DY NOIWNN DY YHRN NNVIANKD PIN DDIAD ML MPI-NIY MODIINN MOIWN
PYY 027 OMIPNI 1NN ,NIYY NMPHN P2 NYI 1YY IPIVINDN MM YT DY 1T NIPNI .NMIPON Dw»
NOYNY MYNN ONYI MTIPA MDY NIIWNN DY NNVIARN NI NN

YLV 1Y YNNI NI

DY PNYN ODD72 MUYNNYN IX GTH I INNHD WYX NIV DY NIPNIN DNPIYIND 037 DMIPNa
M9 YYDV T8 D299 INYN 12309 ,9T10 I DNINI MZHINND MDY , 0¥ 110 SYIOY T8 NININN
YNID TN DY NOPIIN NOIWNN DY YT PYND TN DY DAPIN WNRYD MDY IR MNT YN NNVIN
555 7972 MNONNN MMTN MNIN NN DXIY OXPINND DX0IN N NOPNN THNNA N MV ONY MY
DXIPN2 IN DIVMY DNMYINNA XII9D) NOIWNN DY PAVNN NNIN INNDIY VIIVPNRN *an2 WEB »nxa

.N0WNN YY NNDN NVYOY HAPD DIPNNDN

(DEAD LOCK) nm nvrys

T2 12 2 XNDIPN YN XIPY NDIN IR X XIP Syn A TONn 1av asn »on (Dead Lock) mn nooy)

TY DY) DNV DXNIAPN NN IINYS XD DOHNNN NV /R XDIPN INWN X1IPY DO N A XDp Dyn B onn
TTI2 WANWN MWIN NT 28D TURD 00D TINNYN XOW TN N2 ST .XDIPNN XITPY NN XD DNY
LDYINN DOWHNNYN 912Y NPORINEPIN NIAVNY T2 DNDN ANWN DY NDOVIY DYDY 91D

RACE CONDITIONS - o'$9

DY29NN 190N VIOV TANR WNRNWN 51D MTY X)) TN TONNI MNT XD NPXPIYARY DD 1WwN
NODN NOW HY IRKIND 1AW 280 NIND X1 N1 NI MY YN NNVIANR NPYIY DN DY Hapna
ND NOYAN MOIYN YNINND OMININ YN DIDNN 1AW ITON OT> DY NYIAPIN INY N OONN MWL NON
PN 1A YSIAN NN 2T OIVY I0I0 'R TIP NNWY OINK NDTHN YNIND /A TP NNV N MNPan
INY DMDN PIT PIAY MDD INK TONN DY MPINKDY YN¥INN /N TP NNV 1AW ANNY DY 51D 030NN
NP2Y XD XIN OX NV NNVIAN NPYAD DND 513> NT ANN /2 TIP NNY YSINT NYURIN TONNN NN
2 TIP NNV IR NOYINN NIIWNI XDIP NIXY /N TIP NNV AWURD NN NIV XONT .NDNNION NIvNI
P2 5Y9N INK TYNN 1AW 281 .NDIPY NYID 1YY KD DIWNN XD DNV T XDIPN DY MNRYINND NN MvN
INND DIV T PON IINNND IN XIP IMND 2INDY PONN INMIND IWIND 513 2 TP NNWY 'R TP NN

NDIPO DY) MIYAR NIVN TONND 7PNN PITY ,MIRYIND DX NNV NNUNRIN TONNN DY 11PN
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WEB n8proany 0911 01N
:WEB 12202 nyyip»waNa 9poya »02 1Y DINRAN DMIRYN DINDM MOPNNN NINON 1oND

Hidden m47vy nsnar .6.1.1

Hidden nTwa vidw »1 Sy 70NN 197979 DWNOIND DMWY DYDY NNYD 9NN N 1N NOPNNA
PRY WHNYNRNN DIND) DN D DNINN 9 19X DY DY THNONY NDDY MINPIDIND DINDN DMIPNa
DV DDOWIN DMPY YNIT 51D NPNTT MIMND HY2 WNNWMNI INNRD NNDI NIPN T NNID .ONNIYD N2
mn Yy Hidden Fields-a nwnnwn mspYann DN NONTY 70 09D N7IN2 DMIX MYWY 1N DIy
DYIPN2 YAPOY MIPYN 90N NN NNYH D1 GPINN ,NINYIN NPIYN YA DY MPON 99010 NN YONND

.DMINK DYNNYN HY MNIYND DY) DMINDN

Cookies nbyyan .6.1.2

N9 NVEPYANY MOIYN WHNWNRN AWNNI YN MWD HIPYany qwann Cookies n yanna vy

P NINY I3mN Y P Mo Cookie 2 wnnwn 1mxD 0»0MYIN DNINT DN NMIMYY NMINVIAIND
IWAND MDY OMPPNY NPYTA XOY NON DMNNI YY MODDIANND IN NOIYNI MLINT NMIYSIN P DY) PYIY

NN YPYaxnY CooKies -n NN NN 9PINN 1T N9PNNA .NIIYNN DY NOPNN IWIND) DIY»I MY

IN DINK DVHRNWN SW YRS N 1Y 1Ivane qun Cookie — 2 0w y¥ao 1% ORN P72 wHnwnd
N5 IRYIN I PRY MDY YNI5

DMPPN NN PITAD NDIX NIIWNM 12T 9IY NN DVYP BN Cookies 2 BINWIN DIINNY D PANY v
IN NOWNN DX PIPND TN DY NT YN NNYY 1D OMNTY DININ 1D NMN NTIPIN NIRYD ¥ .NIVN T2
JPON NSO

YN DN DY DX TN WNRNWNRY oniayn »ab Cookies -n N Pasny Mmoo NYSPYaNImn pon 1o md
Replay Attack yxab 951 0o Cookie anm»w D7) 12 a8n AN 915y MIRYIND IX N YN
MY MM MIRWIN HAPY INOPIN wHnwnd nminnnd mn Yy Nty Cookie 2 wnnwnd

YOI NN DN WHRNWNDY ,0M»PnY Np>Ta XYY Cookies 2 Dnwin M Yy 7onond Pr )oY

Forceful Browsing .6.1.3

2N 10T MXPIVINRD DY MNTINN T2 12370 555 TIT2.INY IX NNNX NI YD NTIPI W PPN DD
ND DYXNONNNY NIV DXTY MDY NVID DXIYAY 1N NN DY NPTPITN NTNIY INRD . NIAYD wnnwnn
ND MPY DWW NN DIPIRY DT OMN NN .TINTINN T TIT 1290 RO, MDY DPON WY 10N
NIIWNN DY MNTINN NN NN NPYD 7PN N NX,WNRNWNRN DY MNTINN NPYT2 DY wHinn PONN y8ann

INAD DXVWIIN NN YN DN DINIAPY N HIAPY INN
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Cross Site Scripting .6.1.4

NNI2 VYN VLYPN MPPN NPT ON NN HXIY 9InY navann WEB »mv»a q9prya 015 N8on 1 Nopnn
MYNNYNT MPIVN MOIWNI N WHANWNRN AWNNIL OMNTY TP INY NN DY MINPIYIND DY NISNN pYHn
SINWD P2 MODID YNID 1N ININ MWD ONTIN VYDA

9PIN2 INNYYY NOIWYNN Dm wanwnn N vownn SESSION 1 mnwn N1y — Mt N2 e
NYWA MDY YN 90207 WNRNWND NINND YNID NI DY 12 wHnwnd 9o TN

NN WIOY QUN NOIWNNN WD ITOND DN IUN MIAND NMYTIN DY NONY — MNRNN W e
JUNY NOIYHN PMINLA DIND TIN OPRIYN DD SV, NNPDID D) DIWNI DXVID PIND WHINWNN
YD YTIRN DIN IN GPIND WIXIN YTINN NNYHY VAN

NN TPINRTN YN TIN Noynn NS Defacement y18a — AN AR HPY e
WUNNWRN 9TITA MINIO DIN) TIN WHRNWNN AWNNI HBHTT HNNM D1INNI0 0010 NNY

XSS napnn 10 NNNY NPOHNIMNPNS Npoonn antixXss owa Net . nonwna 1190 n»p

CSRF Cross-Site Request Forgery .6.1.5

TTNY N PN @
web nrspIYaNI TIND 19

Y9 RYND TPV NN NID 7PSPND DD

1059PI0 MMPYN PN o

NAPNNN I YOIV 51N ORI PIY DY WIPN IN VITVIN 9T NMD NMPON

IV D 9N NN e
« Tags

<img src="https://bank.co.il/fn?param=1">

<iframe src="https://bank.co.il/fn?param=1">

<script src="https://bank.co.il/fn?param=1">
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« Autoposting Forms
<body onload="document.forms[0].submit()">

<form method="POST" action="https://bank.co.il/fn">

<input type="hidden" name="sp" value="8109"/>

</form>

«  XmlHttpRequest

— Subject to same origin policy

WIMY ST MUYI NI NN e
POST p1 mvwpa nnobw
(IMG, frames,.) MLV PIY MDD MOPNN INY O
...09PD) FRAME v ona mwpa asw Ny o
Referer np>1a
Referer 2 owpnwn Xow mnmipo v o

DYP RN PPN ©
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NOYNN NPT e

Google

tihingan Hol

muysnn e
CAPTCHA -
nvnnn mnTin( Re-Authentication )
NNDD DDIN —
MPON DY RNDYON NN YT 2N GPINN @
nys 1N nn(One-Time Token)  —
YXI2 )PIONINN NYTY PN gD e
TIND PN NN
7N NN (Unique Request Tokens)
YPNIDSESSION NN2Y YDXAD WIND THITIN NONN NYTY PIAX 9NN —
NNIYID NIN NPRI AN 7ONND D NN —

laccounts?auth=687965fdfaew87agrde ... —

OWASP CSRFGuard Project owa 11 napnng mymni RPoxIMIPNIN NPODNT 1190 NN»P qoNa
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1INPIYANDY NPH NP

21021 MDY MMM N0 NXMN N0 PA NVIMN NTIMND IRTO Y e

SNYMN NDADA OMNN) YDIDIAD DY) DNINIDIND IWIND PN @

.DY9INVIP DINNININ MYSNNI NIOY TIPN IN OIMND DN e

CTYPN DY DOINNN AN XTND W NOYNN OV MYy Yo e

LD XD DTN N9 TPNPITANT DY DININ YPYNND NWNN NN DIDNY INTO Y e
DPNPIOANI WNINNY MW D) TPNPIDAND DY DINNIN PYNND NONI DI TYND INTO W e

NN NPV DINNIN YPYNND NIRNDION NN DIIPNY ONNSY ¥ e

NINNMAN TVN o"n7a YT’ NNLVAX '7M



NN 0 T

NINLAIXA NIDIYN NIN'D 701

(Check List) axnn 95 —novy .8

NN PONNY MO N2 PR .DNVAIND NOIWN NONY OO DY DY QOIN INNN PND NIYIN
MA2N 9925 .00Y KDY YPON N> OWOW QOIN MNNN N ,DNTIPN DXPYDI 1T DIPSY MNIPYN
NNLIINND NN POND OIVON NN NIIWNN PINN T2 NN OINTIPN DINYDA NNVIAND MNIPY DY

PTNY NPNTNOVI MOIYNY DI N DNIDY,NMY MOV MNY M1

N9/y8a
mMayn e P12V 90199 1701

(MN3Y ©NN 6) WNIPN RNDID TN 1

OONN : MIANWYN NMIRNDID : YINND MOP MXNDID HY NON

.Case Sensitive mNNDID NN . MI90+

NN 95 DY 90 TY 30 -5 DY) NINNDION 995 NN TINN
( PNVIANRN

NY NINNDDYOY 91NN PRY P1T2D YTO-NINNDDID HY PNV 4

(3nwn 2nwn ,1Nwn Sund) 12y MRNDIOY )PHNT NPIT 5

.DYYYID MNP 3/5 INRY NOIYNN HNIND NYTIN NIV NI 5

DY’ NIDY 2NN .1INT I NNNN ONYN WHNYNI NDND DY NON

NOIYNNN M9 19N NXRYD NWNA [0g-in y¥raw wpnwny 7
MY OVND) WNNWNN PYNNI NINDI NN NN RNDION
o | 8
DDA P NIN,NTIPNN YT TN MNY RNDXO DY NNTY PN
AUNNYNN DY + RNDYON NN DI NTOPN 9
TN (NI MNTIN DY NIPNI) THND 22X DY NIRNDDO MO
nnpn Oy x Challenge-response 112510 7y 19810 y8anno
10

TRYT) 7T NN 122 Y NRDON MWD ,NIIWNN DY 1981 THN

(SSL — 2 nmayn 19Ny
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. Hashed 1 193110 nnd 7098 noynn »7y NINHDDION NONN
YNTNAY NINNDION NIIWNY NRMIP NDID DOWNNWNID TWAND PR
STINN YNND NIIY NINNDIDN MM NN NN NOY

YINY INDIDMI ¥ DN D), DIVNNYNN TND MNTIN NIIWNN
TIN2A NMINNDID I9INX DY JONKRD PR .NNDNMNNT NMNNDIOY
0NN NP

11

PR DY MXYINN 991190 DIRNNDY 7O9Y 7 NINID WHNWND HY
2D MNIND IPRY NIIWNN DY MDD wNNWN 91 VN

.Sand Box — 2 wnnwnn m9a myNann i nynan

12

NN DM NI, NIIYN MDD NPNY NN NMIRYIND NIIWYN
NTIPY DIVN DXARWAY NV IWIND PN .DANYNY NN 9D
YN MMTIN) MXYIND NN TIT NON ,NOIWNI NINNX

nowna SeAccessCheck n»Xpad Hrapn 192 NN NN
AWINNT nbyann

13

AUNNYNN DY YT IWVIND NINN DNINNDNN MXYIND NIIWYN
19012 1Y PIPY wond yn0y |, Client-server msayna

(D79INNNM TN IN): DNINN

DY THN N 1IN .DMIMN DIV 7Y NN NIPA NN VI
Rolls 07311 072y, 00100 9702 Yy NowNR1a DOWHRNUNRN 9
.YNN NP2 NN DOYNINY

(NMINWINN NPYT) DXIANWNID YN H9ID) NIPaN 2>99 NHayn
NIND NIPAN NN NXRINI NI 19INA .( Service) nw 1579
21177 DY 21759 DY NOYTY N NVIY .WHNYNN DV YT HWOND

NP2 MITHN NIVAND NNV DIWN DINNIN DDA MXYIND
MNXDIV NN XY ,NIIWVNN DY NPNON NMIWYHN NN MIYIND)
DN ©01a

14

Tamper mwv w1 vynd Client — N T8 NNKYI XY NWHN NP2
(05N DYDYV HY NNYPNN MVLIW HYWND) NININI resistance

.Mv2a NN Client — 2 nxXPI DY) NP DAY NIIYN 79D
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NIYY 9I9D) YN NP NOIVND I Y TWIND PN
PN O WIN NIWN N2 Mon .Client-server maayna
.MNva

16

VP NN NNYPN NIAYN WHRNWNNI DY NP IINNY NN
NN N 1N XOW T, (Gwnd Group Policy »7y) nsn

NN HY NN NIPA DX DIRY DINIY» NXPN MINNA
19197 DAN ,DIW»N NPINN DINNA Y J9IND NINNN) XD 8PN
:ININ NOOPNN JIMN NDTY NOIWNN NNVIN DY WawnD
NNV DID HWNT) NIMIY MIDIN MV IN IO PPNN WHNYN
NP MIND DY (D1 N

,DOUNNYN NMINNDDID DIV : )ND MW NYNIND NIV N1IDINN

MW ¥ NN NN Yv 0»p Session Yy N2>

NI2ANND NNYPN MY POR DY) NYNY IR NIVN NPATH 1NYA
TN

17

NN P NN TY NYIND I DVP

18

NOYNI PINK YINIY MM DIV

19

:DMP MAXD NNV WHNWNY NN, IWARN NN
Maxn n»vo .mINN) PGP ,Crypto ++,0penSSL,CryptoAPI

DNYN TR VN2 YN ,NPN TP NODINA DN MPNDN M1
DM IY

20

.MNAY V> 224 5w 7NN oy TLS/SSLV3 -1 wnnwnd »v

21

20T Sgl mnyrw 2 85 Store procedures 2 wpnwnd v

22

YT, NPNY MPYTA DIVOY NN NPNNIN NIDIYNIN DINNI NVIOP
VY 11 MPNAN .NVIPN NIIWNN NMININD DIRNND VIPIY RTND
VYD DX TYUN DY NN NNINA NPYYNR NIIWNN VOPY ONMNNY
VOPN DY "NPAY NPYTAY DY NYNIA RO NIND TIN .WNRNWNN
MNINM 90 ,NMYTI , MMV, MTY SY MP>TA XTND ¥ 1PN
92PNN NIIWNN HY NPNION

23

mn 5y Roll-Back 1330 >y y¥annb N>y 0onm nuvp
DN .DMNYI DY9HNNI 002IMN DN YT 2ANNY NN TWIND
PYNN D»P OX) NN2WN MIDIND OINNTH NPNY DYDY DONY
.N20N NX 9922 7N DY ,NIIWVNN DN, (MNIY NIIYND
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DN DN DINMY NTNY ¥ ,1)19PON DN NIYNa
5¥ 7 NN90 7Y MY 1) ,INY DIVWTN DN DIONT

.Timestamps 10D 9N ONOMNN DIYNNNI ON 0NN

25

NOY Log noyn . Log — N noynd 0w DIPIN NINT OYNNIN
POLITNY TIY NION N1 ,DMYINOY DYDNNAY NN MPT NI

26

, LOg — N 5y >umLIN 2pyNn D) YNID NN ,MNNDN MOIWYNI
MY MY ¥ NON DN DIWPN . NPHNNDNN INNRY NIVNa

.Log —n noyn

27

08y 10g — 2 wand XN N 1M log — Y nwn

28

5N AN 1Y [, TI9) NIV 22D DY yNaAmY NN, Log — 1 5inm
NN PoINY v (CDR Yvnd) .nasns nwd) PR nowNn

.Log — N X2pY moovanT

29

TYND WY .NDIYNN MNIND DORNNY TS WHNYNRNN VIP 9o

MY M) NON MMNY XTNDY,TIVNN ¥IDDND) TP NOX MNIN
TY DY THIRN NN TOPNY WAT WHNWNN DN : HWND .NOIWNN
MNTNA PTV TY ,NOWND VOP YNIAM NOY NTNY ¥ .0MN 50
DOVOP POY MDIY 29PN DIV PN I NNIND DIXRNN DN VIPNIY
NIV ANV HPY NN NNIND : OONY NNIYA 29 DY DIINRNN N
STONN MIAPNN IWNRND GROY NN DI NONDY 1NN NN PPN NP

.White List -n >y 0059p np> 72 y825 v Imd

30

,TMINX THPAYN MOIWND IN,NDYINT NIV SMIPYI MNP
NN PR OV .INDN MINNY NPT DY Y¥INND MY
SVND) NYNINM NIIWNNN NYIR JAPNN KD DX ,NYNIA NDIVIY
(PNYTIY PI2ID MANWN NNIPN,NDIP NNXND DI NREPN

31

MY MNIPYN NPIN NID NNVIN NDIAD HMIO NI NI : OO
D55 D21V DNV NN .DOWNNWNMI NIIVNN PDNIN
N2V DY INUINY NON NI MYN NNY D91 XY PidY
DYNRY NIIWN YOMNY ,NNDID DXIINVNY DOWNNYNID ,NTIAYN
N>INY NI NN NNLIAX .NNT NPV log — 1 DI»YN
NVIAND NPITH NPINI YOOIV DIDPRNN DD NIYNI

32

DV 1P NYPNI MTNIW PR MOIWVNN 1A : NP NNVIN
,DIYMN PIONN NPINNK DINNDINNX NT XY DIY MINY .0MNNIN
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MOIYN AN MONAY, NP NPYA DY MPON 192 WINND v
POVMDI NROY NN

92059 NNNN PN NDNDN NYYHN MDD : NIV MDIYN
MoIYN (WIN9X Hwnd) nNLIIND NOIWN WININIY NORNN
DY N19P2N NOIWNY GPYN YIWANY DINID INYIN NOY NYYON
Y IVINNDY DNININ DDA . PONNN DY NVIDY NOD DW»N 34
NP2 NOIYN NHPN IVINND KD ,DIVHON NAOY TIT NOW ,NPW

.DONMN DY NW)

DV PO NOPNI MTNIW PPN MDIWNN N30 : P NNVIAN
,DIYMT PONN NPINN DINN WX N XY DIV MY DN
MOIYN AN MONAVY, NP NPYA DY MPIN 192 WINND v 35

NPVINYI XYY NN

19VYY NNNM PPN NINDN NYYON MDIVN : NOYIN NMDIYN
MoIYN (WIN9X Swns) nNLAINKD NN WININY NORNN
DY N9PAN NOIWNY GPYN IWANY DINID INYIIN NV NYYON
Y IYINNDY DIMIN DD . PONNN DY NVIDY NDD DW»N 36
NP NN NNPN IYINND KD ,DIV»N NIV TIT RHY ;NP

.DONMN DY PW)

JURIND NI DTNR NYTIN NPXND W INRDY WY NIPNna 37

YONIVIN PINNID NI NY9IDY NNVIND NN Session 91N

. 38
.LogOut -n yava Session -n NTRYmM DNON YT INNY

XML Encryptions y WS Security -n»mnnawvnnwn WS -n | 39
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